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The Geopolitical Architecture
Of Data Swaraj
National sovereignty 
is no longer just a 
legal concept - it’s a 
perimeter





What does this mean?



Regulatory Regimes: Risk Tiers vs Data Protection
Regulatory Dimension EU AI Act (2024) India DPDPA (2023/2026) The Engineering Implication

Core Philosophy Prescriptive risk 
classification (Prohibited, 
High-Risk, Minimal).

Data-protection focused. 
No AI is inherently 
prohibited, but all data is 
guarded.

Engineers must track 
data lineage rather 
than just classifying 
the model.

Transparency System docs & broad user 
notification.

Mandates clear 
explanation of “decision 
logic” (Section 8).

AI models cannot be 
black boxes; factors 
must be explainable.

Consent Model Broad processing 
frameworks.

Requires fresh, distinct 
consent for algorithmic 
processing.

“Opt-in” 
architectures must be 
built into ML data 
pipeline

Human Oversight Required for High-risk AI. Required for automated 
decisions with “significant 
effects”.

Systems require 
“circuit breaker” for 
manual review.
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The business impact
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The CISO’s Dilemma: Proof over Promise

The Illusion The Reality

Security

CISOs care about the 
Board and the Auditors

The Board and Auditors 
care about RISK

Traditional security policies are 
promises.  We need technical solutions 
to prove risk mitigation to regulators.

Auditors do not evaluate intentions.  They evaluate evidence.

Compliance =
Policy + Audit



Introducing Confidential Computing







Confidential Computing
Isolation via hardware-based controls





Feature Traditional Cloud Security Confidential Computing

Core Mechanism
Software policies and Identity 
Access Management (IAM)

Silicon-level hardware isolation 
(TEEs)

Data Protection Encrypted at rest & in transit Encrypted in use

Root of Trust The Cloud Provider & Host OS
Physical chip hardware (CPUs, 
GPUs, xPUs)

Compliance Proof “Read our internal SOC2 doc”
“Verify this real-time attestation 
signature”

Regulator View
Opaque black box; relies on 
promises

Transparent vault: relies on 
hardware & cryptography

The Security Paradigm Shift
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Home appliances ;-)



The vacuum cleaner dilemma

(Almost) nobody buys 
a vacuum cleaner 
because they want to!

Most security 
technologies are 
vacuum cleaner 
technologies.

We want enabling technologies instead













The Confidential Computing Consortium



The Confidential Computing Consortium

• Promoting Confidential 
Computing 

• Home to open source projects
• Sponsoring academic research

• Linux Foundation project
• Safe place for technical 

discussions 
• Thought leadership







Questions


