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What Really happens to a Packet? G s sousce s

Pod A Pod B
10.244.1.5 10.244.2.8
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Kubernetes Networking Contract G s sounct st

Kubernetes expects:

* Unique Pod IPs

 No NAT Between Pods

» Cross-Node Reachability
* Node «— Pod Access

* Flat network
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Kubernetes Networking is Linux Networking = S souct i

Kubernetes Networking Contract

[
Fulfilled by

|

[ CNI Plugin ]
|

Based on

l

[ Linux Primitives ]
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Building Pod Networking With Linux
Primitives
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Creating A Pod Network With Linux G s sousce s

Building Blocks
Linux Virtual
namespaces Interface
+ ] Pod
B | Networking

[ Routing ] [ Bridging ]
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Translating Kubernetes to Linux
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Pod's isolated network stack
(each Pod = its own netns)

Network Namespace (netns)
ip netns add

Container's virtual NIC (eth0)
connecting Pod netns to the node

veth pair
ip link add type veth

Node's pod network bridge
(e.g. brO created by the CNI plugin)

Linux Bridge (cbr0)
brctl / ip link add type bridge

Pod IP allocation by the CNI's IPAM
(e.g. 10.244.x.x range)

IP addressing + routes
ip addr, ip route

Service
Stable access to dynamic pods

Iptables
Packet processing rules




Let’s Ponder for a Minute G i soun i

Node owns a CIDR block
10.0.1.0/24

Pods on this node get IPs in that CIDR block
Pod1 -> 10.0.1.2, Pod2 -> 10.0.1.3

You can play around with the subnets
10.0.1.0/24

How to establish Pod1<->Pod2 communication
following the Kubernetes contract?
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Packet Journey: Same-Node Pod-to-Pod
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Pod1(netns) ode Pod2(netns)
10.0.1.2 10.0.1.3
[/ ethO \t | ethO ’
L (veth) | | (veth) |
l"'"'fflf"""""""""""""""'4.\:__'"-\
(1 /\ Host ns (4)

P Bridge
vethO(host) |= 2\?-9| J ‘- 3 ﬁ>[veth1(host)j
S ‘\ ( b rO ) /11 \ Ul
_ ) 4

k \ _— e E A D T S S R T D S ED S D T GD T G S S S O T S O S S e EE e S S S T an s S e s e e et
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Act 1: Connecting Pods Across
Different Nodes
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Crossing Node Boundaries

@ oren sOURCE SUMMIT

-

Pod A

10.0.1.2

|
vethipair
|

brO ‘

Node 2

Pod B

10.0.2.2

|
vethipair

|

|

brO '
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We have all the Ingredients
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Network doesn’t know pods J

Pods <-> Host Node

Node A <-> Node B

NAT not allowed |

Encapsulation

/Node A to Node B

~

-

Pod Ato Pod B

J
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Building an Overlay Network with TUN G gpi souncs sk
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A

:
5 Host ns  Kernel Space User Space ;
: Pl e it e e e e E
' | g '
prTTTTTTIe : E oo E"Z”ps‘:latm" :
' . : _-7| (bridge) | verlay '
: ‘ Pod 1 thO i | host [ -7 1 { ; Agent H
! ! & : (veth1) (master) E """""" CREken E
\ 1 10012 ! I ; eth0 |~ :
! b - Vececcccccccccccccccccaaaa - 10.50.1.10 H

Underlay
Nodel -> Node2

Sttt ittt bebededeleelbeteteleteleteteteteteieteieiiiiieleleieleleteiuiuiel Mieiuiuiiiuiusiuieieietuiuuee H
‘Node 2 :
! Host ns Kernel Space t\hO User Space '
' e '
: @sssaa % 10.50.2.10 |\ Decapsulation !
E E ; E E [ : Overlay E
b : L N bt?crio b1 TUN e Agent :
' i Pod 2 eth0 |« T wveth2) [€ (bridge) |N; b ] E
: . i (master) “ i
E ----------------- [ e I e S S e :
: :



TUN Encapsulation

1) Original Packet (Inner Packet)
Packet at tunO (raw IP packet read by the overlay)

S

TUN Overhead Breakdown

Outer Ethernet Header 148B
Outer IPv4 Header 208
UDP Header 8B
Overlay Flag 1B
Total Overhead 43 Bytes

Inner IP Header TCP /UDP
20B Header Payload
Src: 10.0.1.2 20 B (TCP) (Variable)
Dst: 10.0.2.2 8B (UDP)
L J
Inner Packet (Original)
TUN Encapsulation
(Added by overlay network)
2) Overlay Packet (On the Wire)
Packet after encapsulation over the underlay
Outer Ethernet Outer IP Header UDP Header o e Inner IP Header TCP /UDP
Header 208 8B en:; 9 208 Header Payload
148 $rc:10.50.1.10 | SrcPort: Ephemeral | Src:10.0.1.2 20 B (TCP) (Variable)
- oy : Ox!
SreMAC fsnodel-mac |8 be110.50210 Dst Port: 4789 g Dst: 10.0.2.2 8B (UDP)

Dst MAC: <node2-mac>

Overlay Overhead (43 Bytes)

Inner Packet (Original)

Header Details
* Outer IP Protocol : UDP (17)
* UDP Destination Port : 4789

* Overlay Flag (1 B) : 0x01
* Meaning: Overlay (TUN) packet
¢ Inner IP Packet : Raw IP packet

from tun0 (no Ethernet header)

* TUN (Not TAP/VXLAN):
No inner Ethernet header is carried.

Overlay Packet (On the Wire)

Example Values

Outer (Underlay)

Src IP: 10.50.1.10 (nodel underlay IP)
Dst IP: 10.50.2.10 (node2 underlay IP)
UDP Dst Port: 4789

Overlay Flag: 0x01

Inner (Overlay)

SrcIP: 10.0.1.2
Dst IP: 10.0.2.2

Notes

* TUN device carries raw IP packet (no Ethernet header)
« Overlay adds: Outer L2 + Outer IP + UDP + Overlay Flag
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What Changed? G ope sourct sivi

Inter-node pod communication

Underlay stays untouched

Works across any IP network
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Asymmetric Network Problem G gzt sounc sivivi

4 N\
Same Node Different Node
Pod1 Pod1 “Am | debugging inter or
! TlUN Pod?2 intra node traffic”
Bridge l 1
! Encapsulation  TUN
Pod?2 | T h /

Node2  -> Decapsulation

L2 Switching L3 Routing

#0OSSummit



Consequences of L2 Switching G opesouc v

Pods can’t trust each other — ARP Spoofing

Pods are ephemeral —ARP Flooding

What if we remove L2 altogether?

#0OSSummit
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Act 2: Building a Pure Layer 3
Network
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Packet Journey inside Node - L3 Routing = S v

e )
Host Gateway
Pod 1 Pod 2
10.0.1.2/32 v 10.0.1.3/32
Destination | Out Interface(Next Hop)
GW: 168.21.11.32 — — GW: 168.21.11.32
10.0.1.3/32 dev2
default ethO
\— J

e e e e, #0SSummit..



Conceptual Shift
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T T

Pods consider each other neighbours

Pods talk only to their host

L2 switching

L3 Routing

Bridge handles forwarding

Host Node handles routing

ARPs for peers

ARP only for gateway (host)
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The ARP trick G o

The Problem The “Trick”

Need Gateway MAC - ARP Lie to the Pod

ﬁ>:

No Gain in Assigning Veth IPs Host Proxy ARPs

ARP broadcasts avoided, IPs saved, and Packet routed!!
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What Did We Solve? What Still Remains? = Sgon:

L2/L3 Asymmetry (Host-driven Routing) Userspace Encapsulation

Side Stepped ARP Broadcasts Kernel — Userspace transitions

Simpler networking model CPU Load, Engineering effort, bandwidth....

#0OSSummit



The Hidden Overhead ST R

Every packet crosses the kernel/userspace
boundary
Kernel _ - .
Every packet is copied in the userspace and written
l back again into the UDP socket
Userspace
l Operational Complexity I
Kernel

‘ More CPU load, latency, potentially unsafe |

Can we handle encapsulation in Kernel Space?
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Act 3: Enter VXLAN: Moving
Encapsulation to Kernel Space
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Packet Journey with VXLAN Implementation S sovcsimn

: Kernel Space E
5 Host ns P e User Space :
b e eeeeeeeo . (VXLAN device) H
' i . Routing Table VNI 10 '
: : devl |—s - :
. ' Pod 1 atho // < 10.244.2.0/24 -> !
' : vxlanO :
: 110.244.1.10/32 ! v E
E ------------------ ethO !
Underlay
Nodel -> Node2 | YUDPF/4789
Node 2
Host ns Kernel Space v User Space

vxlanO
(VXLAN device)

VNI: 10

..................
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VXLAN Encapsulation G s sousce s

1) Original Pod Packet (Inner Packet)

Packet inside the overlay (pod to pod) =
VXLAN Overhead Breakdown L2 ove r L 3
Inner Ethernet Inner IP Header TCP/UDP Outer Ethernet Header 14 B
Header 208 Header Payload Outer IP Header 208
e Src: 10.244.1.10 20 B (TCP) (Variable) UDP Header 8B
Dst: 10.244.1.20 8B (UDP) AN o Standard
& J
Inner Packet (Original) Total Overhead 50 Bytes e n Ca p
VXLAN Encapsulation p
(Added by overlay network) Header Details
2) VXLAN Packet (On the Wire) « Outer IP Protocol : UDP (17) Does exactly
Packet after encapsulation over the underlay 4 UDP.Destination:Port.: 4789 h t TU N
[ * VXLAN H 2
Outer Ethernet | Outer IP Header UDP Header | VXLAN Header | nner Ethernet | Inner IP Header | TCP/UDP e L I d . d
Header 20B 8B 8B Header 20B Header Payload e Flags (1B) : 0x08 (I flag set) Ove r ay I
148 Src: 192.168.1.1 | Src Port: Ephemeral VNI: 100 148B Src: 10.244.1.10 20 B (TCP) (Variable) M eservsdl(3i6) 000000
Dst: 192.168.1.2 Dst Port: 4789 Flags: 0x08 Dst: 10.244.1.20 8 B (UDP) -
!, « VNI(3B) : 24-bit (0 - 16M) = 100
NG St N 0 D SRR S N A H(l ] e Reserved (1B) :0x00
VXLAN Overhead (50 Bytes) Inner Packet (Original)
( J

VXLAN Packet (On the Wire)
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Here’s what Happens G gz sounci

Route inter node traffic through VXLAN

Pretends Nodes are L2 connected

Compute VTEP MAC deterministically —
Side step ARP

Next Hop MAC needed — ARP across the
network??

Map VTEP MAC — Node Underlay IP

#0OSSummit



What Changed? G ope sourct sivi

—

Userspace Agent Kernel VXLAN Device (vxlan0)
Manual UDP Encapsulation Standard VXLAN Encapsulation
Kernel -> User -> Kernel Kernel only datapath

VXLAN doesn't change the networking model. It changes where
encapsulation happens.




Is Encapsulation the Correct Answer? G gpin sourct s

4 N a2 N[ )

Act 1

How do we connect pods
with the least friction?

Act 3

How can we
Reduce overhead?

How can we improve the
architecture of pod
connection?

Bridged pods + Manual Routed pods + Manual
Overlay

\ / \ Overlay /

Routed pods + Standard
Kernel Overlay

Do we need encapsulation at all?

What if the network could learn
pod routes directly?

#0OSSummit
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Act 4: Beyond Overlays: Teaching
the Network about Pod Routes
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Packet Journey with Native Routing(BIRD) S sou s

Host ns
ethO : Underlay : [ ethO
(10.50.1.1) Network -> (10.50.2.1)

Host ns

Pod1l

BIRD

Installs routes in
linux routing table

10.0.1.2/32 10.0.2.2/32

BIRD

Installs routes in .............................. ..............
linux routing table : BGP Session :

: V- \ N i ! (@ ) :
%Router Lookup | | Router Lookup .
é Destination Next Hop 1) ; E Destination Next Hop §
: __> ——_ veth1 || 002232 veth2 —)
. 10.0.2.0/24 via 10.50.2.10 10.0.1.0/24 via 10.50.1.10
: default eth0 Pl defaut eth0 :
= —J \ -
: : i

ZOSSummit




What Changed? G ope sourct sivi

Act 3 (VXLAN) Act 4 (BGP)

Hide Pod routes Advertises Pod routes

Encapsulation Native Routing

Dataplane state propagated with custom Dataplane state propagated with standard
daemon protocol

Underlay only sees nodes Underlay learns Pod CIDRs

#0OSSummit



Tradeoffs with BGP e O

Operational Coupling |

More Control Plane State |

Pod routes consume capacity |
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There Is No “Best” Network
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TUN Overlay

Finegrain Control on Overlays

Pure L3 Routing

Symmetric networking model

VXLAN

Kernel-native overlays

BGP Routing

Pod Aware Routing

#0OSSummit
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- Preserve Pod Identity

- Shrink ARP’s Job

- Symmetry makes for a cleaner networking model

- Userspace UDP -> Kernel VXLAN, same model different promises

- Forwarding State Is Paramount: Every model relies on this at some level,

via different means

- Underlay Contract Changes

#0OSSummit



@ oren sOURCE SUMMIT

Every solution removed a bottleneck and
iIntroduced a new tradeoff.

Welcome to networking
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Thank You



