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Why Guardrails Matter for Enterprise AI

Guardrails: These are policy enforcing decision points, that ensure AI Systems operate safely, ethically and within defined 

boundaries. 

Security

Prevent AI systems 

to be used as a new 

attack vector

Compliance

Acts as continuous 

enforcement layer 

for NIST, EU, AI Act 

etc.

Trust

Ensures that AI 

systems remain 

true to the brand

they represent.

Guardrails ensure AI behaves correctly — not just runs correctly
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Common Observability Gaps With Guardrails

• Infrastructure Not Behavior: Traditional observability focusses on 

measuring availability, uptime but not functional and behavior signals.

• Silent Failures: AI system looks ‘green’ but there are hallucinations, 

policy violations, irrelevant output etc. 

• Why a Guardrail Triggered: Some guardrail was triggered without an 

indication of which data was blocked, which policy violated etc. 

• No Standardized Telemetry Model: NeMo (structured events), 

LangChain (log prompts) have differing ways of logging guardrails.

• No Guardrail Metrics: Common metrics like guardrail pass/ failure 

rates, latency, top violation categories, etc. are not readily available.

AI can be operationally healthy but behaviorally incorrect



Architecture Model
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AI Guardrail Architecture – An Enterprise View

• Prompt Injection Detection

• Illegal/ Sensitive Topics

• Input Validation and PII detection

User Interaction Layer

UI/ Channels/ APIs

Guardrail Scenarios

• Tool Authorization

• Loop/ Recursion Detection

• Action Validation

Orchestration and Agentic Layer

Agents/ Tools/ Workflow Engine

• Toxicity and Hate Detection

• Hallucination Detection

• Policy Domain Compliance

LLM/ Reasoning Layer

RAG, Vector DB, Knowledge Base

• PII Detection and Redaction

• Data Access Control

• Content Safety Filtering

Data and Retrieval Layer

RAG/ Vector DB, Knowledge Base

• Rate limiting and throttling

• Usage Quotas and Policies

• Resource Governance

Infrastructure and Runtime Layer

K8S, GPUs, APIs, Network

Guardrail Observability and 

Governance Plane

OTEL Telemetry

Signals Captured

• Traces: End to End Request Flow with 

Guardrail Spans

• Metrics: Pass/ Fail Rates, Violation 

Trends, Latency

• Logs: Decisions validations, redactions, 

audit trail

Guardrail Telemetry

• Stage: Input/ Output/ Tool/ Data / Infra

• Decision: Pass/ Fail/ Rewrite/ Warn

• Violation Category: PII/  Toxicity/ 

Jailbreak/  Hallucination/ Policy

• Action Taken: Block/ Redact/ Allow/ 

Disclaim

• Latency and Impact

• Rule Version

Enterprise Outcomes

• Dashboards

• Alerts and SLOs

• Audit Evidence and Compliance Reports

• Governance and Risk Management

Request 

Flow

Telemetry (OTEL) 

Flow
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Why OpenTelemetry

• Standard Telemetry Model across guardrail 

frameworks with a dedicated AI-aware 

standard 

• Correlation across full request path across 

RAGs, Tools, Prompts

• Backend Portability across observability 

backends like Grafana/ Dynatrace

Guardrails enforce behavior – OpenTelemetry proves it

https://opentelemetry.io/docs/specs/semconv/gen-ai/
https://opentelemetry.io/docs/specs/semconv/gen-ai/
https://opentelemetry.io/docs/specs/semconv/gen-ai/
https://opentelemetry.io/docs/specs/semconv/gen-ai/
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Frameworks to Implement Guardrails

Capability NVIDIA NeMo OpenLIT LangChain

Guardrails as first-class 

concept

Native OpenTelemetry

alignment

Ease of instrumenting 

guardrail decisions

Out-of-box guardrail metrics

Best Used For
Strong policy engine with rich 

policy enforcement is needed

Observability First OTEL centric 

platform is needed

A Langchain/ Langsmith heavy 

setup is present



Demonstration
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Solution Blueprint

User

Front End Back End LLM

Business Logic

Tools

Input 

Guardrails

Output 

Guardrails

Observability Back End

LGTM: Loki , Grafana Tempo, Mimir  

Logs, Traces 

and Metrics

guardrail.last_name = “”

guardrail.stage = input | output

guardrail. action = block | warn

guardrail.reason = “”

guardrail.meta_prompt = “”

https://github.com/prabalrakshit/openlit-otel-demo

https://github.com/prabalrakshit/openlit-otel-demo
https://github.com/prabalrakshit/openlit-otel-demo
https://github.com/prabalrakshit/openlit-otel-demo
https://github.com/prabalrakshit/openlit-otel-demo
https://github.com/prabalrakshit/openlit-otel-demo
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OpenLIT Guardrails

Evaluations and Guardrails | openlit/openlit | DeepWiki

These guardrails are built in OpenLIT, and are 

automatically shipped to an OTEL backend

https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
https://deepwiki.com/openlit/openlit/2.4-evaluations-and-guardrails
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Application Specific Guardrails

If any prompt injection patterns are detected, block 

processing immediately

If any illegal topics pertaining to the business domain is 

detected, stop processing immediately

If any PII information is detected, ensure that it is 

redacted.

If any unsafe patterns are detected, block 

processing immediately. 

For certain kind of requests, like visa formalities, put 

an appropriate disclaimer, but do not stop 

processing



Production Considerations
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Production Considerations

Privacy

• Redact PII before logging

• Avoid logging full prompts 

unless required

• Use policy based logging

Cost
• Aggregate signals e.g. violation 

counts instead of every event

• Filter low value trace

• Reduce log verbosity

Latency
• Run guardrails asynchronously

if possible

• Use priority tiers e.g. blocking  

and advisory guardrails

• Monitor latency using OTEL 

metrics

Retention
• Capture 100% of violations but a 

sample of the normal traffic

• Short term retention for 

debugging and long term for 

compliance evidence



Questions?



Thank You!



Appendix – Demo Screenshots
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User Request with a Routine Disclaimer
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View in the Observability Backend
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OpenLIT Native Guardrails
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Illegal Topic Injection
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Prompt Injection



#OSSummit

Dashboards of Interest
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