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Hardening loMT Medical Devices

Defense-in-Depth on Yocto-Based Embedded Linux

Practical patterns for secure, regulated, long-lifecycle medical devices
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Why This Matters Now
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The healthcare cybersecurity crisis is escalating—medical devices are prime targets

& 99%
of hospitals

manage loMT devices with known

exploited vulnerabilities (KEVs)

~60%
of devices are end-of-life with no security
patches available

[4]

actively targeted by threat actors  [1]

& 77%
targeted by ransomware
of healthcare organizations were hit
in 2024, with 53% paying the

ransom—averaging $7M demands

[2]

305M+

patient records exposed in 2024 breaches

(5]

¢ $10.22M

average breach cost
Healthcare breaches cost 2.8x more

than other industries—15 consecutive

years as most expensive sector 3]

20%

increase in mortality rates at hospitals
affected by cyberattacks [6] [7]
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https://www.hipaajournal.com/99-of-healthcare-orgs-managing-iomt-devices-with-known-exploited-vulnerabilities/
https://www.hipaajournal.com/half-healthcare-orgs-successful-ransomware-attack/
https://www.ibm.com/think/insights/cost-of-a-data-breach-healthcare-industry
https://www.hipaajournal.com/fbi-warns-healthcare-providers-about-unpatched-and-outdated-medical-device-risks/
https://cyberinsurancenews.org/healthcare-data-breaches-2024-report/
https://www.hipaajournal.com/study-confirms-increase-in-mortality-rate-and-poorer-patient-outcomes-after-cyberattacks/
https://www.periculo.co.uk/cyber-security-blog/ransomware-attack-contributed-to-patients-death-a-wake-up-call-for-health-tech-and-healthcare

The Regulatory Landscape

Cybersecurity is now a Regulatory Mandate - Not Optional
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1. Legal foundation (Non-Negotiable) 2. Regulatory Guidance(How to Comply) 3. Global Convergence

EUMDR/IVDR
.. FDA Section 524B FDA Cybersecurity Guidance @ GSPR Annex |—security as part of safety and performance
I I I Mandatory cvbersecurity for “Cyber Device” Defines expectations of the submission and requirements
S e Y s throughout device lifecycle IEC 81001-5-1

B 9 ®

— State-of-the-art standard for health software security—
K@J lifecycle processes
IMDREF Principles

SBOM Secure Design Vulnerability Threat SBOM & Secure Lifecycle International harmonization—total product lifecycle,
Management Modeling  CVEMgmt  Architecture Management transparency, security by design
Regulators are now expected secure-by-design across the
° Compliance = Market access in the US o The “Bread & Butter” for FDA Submission entire product lifecycle

4. Lifecycle Obligations ( Pre-Market to Post-Market )

Pre-Market ( Design & Development) Post-Market ( Operations & Support)

UNITED STATES
— FDA Soction 5248 (Law)
+ Mandatory cybersecurity for

CHINA
NMPA
« Medical Device Netwerk Sccurity

EUROPEAN UNION
MDR / IVDR + Cyber Resilienco Act (CRA)

« MOR GSPR Annex | - Sccurity as part of
"cyber dovices” safety and performance Registration

- SBOM, vuinerability management, « CRA reguistes cybersecurity for connected « Technical Review Guidance
secure design hardnare & software (broader impact)

Principle

+ FDA Cybersecurity Guidance
(Feb2026)

+ MDCG 2019-16 Guidance on Cybersecurity
for Medical Devices

[ A \ \ / ’. JAPAN
! | () oo e
r\ o @ Q “ ﬁ = (B =K Vanikh Ganade JIS T81001-5-1
£0) ; Nkl ¢ e b
\J Medical Device Cybersecurity B,
oo _—
Threat Secure SBOM Security Risk Continuous Coordinated Secure OTA Post Market — - (@A SINGAPORE
. . . " . \__~/ HSA |
Modeling Architecture Required Analysis Monitoring Disclossure Patching  Surveillance & s nsiayouddess |
@ BRAZIL cybersecurity for
ANVISA Guide 38/2020 | software medical devices )

Obligations: 10-15-year lifecycle support | Incident Response | Breach notification

« Principles and Practices of
Cyber Security in

Medical Devices @ GLOBAL HARMONIZATION i AUSTRALIA | &>, uNITED KINGDOM
IMDRF Principles TGA '« .v MHRA
= International harmonization —total
2 * Medical device cyber security « Guidanca on cybersecurity
preduct Kecycie, o it
b S Demparency s puidance for industry i for medical devices

|g Global Message : Cybersecurity expectations are globally aligned - even if regulations differ, the outcome is the same: Secure by Desing , Secure in Operations




Outdated OS?

Not Acceptable. ‘of
Come back when | SUBMISSION

you're within K DOOR

1.5 years.
_ﬂ

THE ELEPHANT IN THE ROOM

FDA will not generally accept an OS with less than
1.5 years of support remaining

“Devices must be designed, developed, and maintained with the ability
FDA to receive security patches and updates throughout their intended
lifecycle.” — FDA Cybersecurity Guidance for Medical Devices

G} REAL-LIFE EXAMPLE 0S Vendor FDA 1.5 Year Planned FDA i
End of Support (EoS) FDA Decision

Minimum Window Submission

A medical device platform was planned
on an Embedded Linux OS with vendor

supportendingin/d8imonthsai = Bl e e e R T L T =
Submission planned S 1.5 Years Minimum L

10 months before End of Support (EoS). amm Remaining Support Required e

LA R} LB N

FDA Outcome:

Submission placed on hold. EoS Must be 2 1.5 Years Submission Not Accepted
OS end-of-support does not meet (Month 0) before Submission (~10 Months (Hold / Delay)
lifecycle expectations. before EoS)

@ WHY FDA CARES f.'f] BUSINESS IMPACT @ COST OF DELAY (EXAMPLE)
+ Outdated OS = Unpstchable vulnerabilities ‘ « Submission delays (months to years)
* Increases patient, data, and hospital risk « Rework, retesting, and documentation 6— 12 . '/ $2M_$ 10M -
* Violates lifecycle cybersecurity expectations * Lost revenue & market opportunity Months Delay § 7 Potential Impact
 Higher risk of post-market security failures « Damaged customer trust & brand

& g \S J ~ J

@ PLAN EARLY. CHOOSE WISELY. STAY SUPPORTED. | Ensure your OS has 2 1.5 years of support remaining at the time of FDA submission.

AX This applies to ALL critical software components — OS, middleware, libraries, and third-party components.
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Pre-Market Cybersecurity Expectations @ opsh sounc sivvi

Four pillars of secure medical device design—start early, document everything

01  Threat Modeling

Systematic identification of threats using STRIDE methodology—
must begin in design phase

© Attack surface analysis

© Trust boundaries identification
© Data flow diagrams (DFD)

© Threat actor profiling

Tools: Microsoft Threat Modeling Tool, OWASP Threat Dragon, IriusRisk

03 Secure-by-Design Architecture

Build security in from the ground up—not as an afterthought

© Defense-in-depth layering
© Least privilege principle

© Secure defaults configuration
© rail-secure mechanisms

Principle: Security through design, not obscurity

@ critical Success Factor: Start cybersecurity activities in the concept phase—retrofitting security costs 100x more

02 Security Risk Analysis

Integrate cybersecurity into 1ISO 14971 risk management—cyber
threats are safety risks

© Threat-asset-vulnerability mapping
© Risk scoring (probability x severity)

@ Risk control measures
© Residual risk assessment

Output: Risk management file with cyber risk traceability matrix

04 SBOM Generation

Software Bill of Materials—now mandatory for FDA submissions

© Complete component inventory
© Dependency tree tracking

© CycloneDX or SPDX format

© Version and license info

Yocto: meta-sbom layer automates generation

#OSSUMMIT



Threat Modeling - The Foundation

STRIDE methodology: Identify threats before they identify you
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% STRIDE Framenork S TE—

Identify threats early in the lifecycle

Understand how the system can be attacked

@ Design the right security controls

o Information Disclosure @
D/ o Denial of Service A

G Elevation of Privilege m

Prioritize risks and focus on what matters

Security start before code is written o Covers Complete threat landscape

Reference Threat Model Identifying Potential Threats (STRIDE Examples)

Understand how things can go wrong to build the right security controls
3

Example

- Spoofing @ Pretending tobe A hacker pretends to be an
= @R someoneclse authorized user
o e
° , Tampering % :«:d;:‘yemg it # Malware encrypts data
. " A user denies that they treated
o AIA Repudiation aﬁ e, % the patient with the device using
a certain parameters.
Confidential information ©n  Anursecansee the diagnosis of a VIP
o a stion 6‘ is displayed to patient whose treatment she is not
disclosure unauthorized people D8 involved in and whose data she
should not be able to see
Denial of = A bot network floods a web server
CE  DoS attack
o A service O = @8 with HTTP requests
Elevationof (@  Apersonorsystem A user man:
L \ages to make themselves
Remoiabe Local Storage [r— e - s obtains privileges 2
o . @ Printer ‘ % aall  privieg WY o o ot CQ an administrator of a system
LEGEND: | | DstaFiow ] xtemai Entity / Process et 0 Identify threats early. Assess impact. Design controls. Reduce risk.

Define Architecture (DFD)

i =
\

Define Trust Boundaries

Map Threats ( STRIDE )

o (“)
)

Assess Risk

Apply Mitigations

Defining and Implementing Countermeasures @

Apply the right controls to reduce risk and protect patient safety

Attack Class

e S Spoofing

e T Tampering

@ R Repudiation

0 | Information disclosure

Examples of Actions (Countermeasures)

Authentication, e.g., with Kerberos
Verify the identity of users, devices and processes

Digital signatures
Detect unauthorized changes to data or code

Secure audit logs
Record actions in a tamper-evident, time-stamped manner
e Encryption
Protect confidentiality of data in transit and at rest
? Request filtering
@ Limit and validate requests to prevent DoS attacks

EA Access control lists (ACLs)

Restrict permissions to the minimum necessary

Select the right countermeasures. Implement consistently. Monitor continuously.

Strong controls today. Safer patients tomorrow.

#OSSUMMIT
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Threat%20modeling%20–%20An%20introduction

Security Risk Analysis (ISO 14971 + Cybersecurity)

Integrate cybersecurity threats into medical device risk management
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Risk Matrix: Probability x Severity

Remote
Unlikely
2 ,
o
m Possible
K]
[<]
= i
o
Likely
Almost Certain
T T
N a0t S ) W
‘.\a@\%‘“ W %e‘\oo 0‘\\‘:'3 as“oﬂp
. N
Severity o

Risk = Probability x Severity

1=Remote, 2=Unlikely, 3=Possible, 4=Likely,
5=Almost Certain

5=Catastrophic

1=Negligible, 2=Minor, 3=Serious, 4=Critical,

Threat-Asset-Vulnerability Mapping

Asset: Patient Data (PHI)

Threat: Unauthorized access
Vulnerability: Weak authentication

Risk Score: 4 x 5 =20 (High)

Asset: Device Firmware

Threat: Malicious modification
Vulnerability: No integrity verification
Risk Score: 3 x 5 =15 (High)

Asset: Network Communication

Threat: Man-in-the-middle attack
Vulnerability: Unencrypted transmission
Risk Score: 3 x 4 =12 (Medium)

Risk Control Measures
V) rad
Mitigation Transfer

Reduce probability/severity Insurance, third-party

Accept
Document residual risk



Defense-in-Depth Overview @ opei sounc i
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Six independent security layers—each protects even if others fail

SBOM & Vulnerability Mgmt G

Integrity Protection
SPDX, CycloneDX, VEX,CVE-CHECK

dm-verity, dm-crypt, fs-verity, IMA/EVM, 9
meta-integrity layer

O BQ % (0 @

Runtime Control & USB Guard Secure OTA & Anti-Rollback

AppArmor, seccomp, USB Guard, AuditD, o

SWUpdate, Signed Images, cryptographic
Rsyslog

verification, version control

OS Hardening on Yocto o Secure Boot & Chain of Trust
U-Boot signing, TPM integration, anti- o

security_flags, read-only rootfs, hardened

kernel config, systemd, network firewalls folllegrel < yosiction

Defense-in-Depth Principle
Each layer is independent—if one fails, others continue protecting. i point of failure.




LAYER 1

Secure Boot & Chain of Trust G ope sourc siivi

INDIA

The foundation—without hardware root of trust, all other layers are compromised

_ _ _ _ _ r—

@ S o s o a o &

*r—r r—r

Immutable code in ROM verifies . Boot loader is verified before . Kernel and Device tree are Verified Ro_ot Filesvste_m Integrity is Verified User space services and
thenext stage bootloader  VETITIEC  execution. iveriiesrmage  Verified verified for integrity and verified at runtime using DM- eririe appiications start only after all TRUSTED SYSTEM
using a public key bundled in authenticity before execution Verity { read-only filesystem) Pprevious are successfully )
verified Only verified, trusted software

Hardware eFuse g
runs from power-on to runtime.

Attack Vectors Mitigated Hardware Dependencies

What are secure boot key controls ?

Why Secure Boot is Essential ?

Tampering: Prevents modification Hardware Root of Trust: Secure

; Keys: Private keys sign images,
of Bootloader, Kernel or rootfs Enclave, Boot ROM

Public keys to verify

Ensures device integrity &
potent safety

Boot kits & Rootkits: Blocks

malicious code fromexecutingor Secure Key Storage::

? Signatures : All boot components
© eFUSE/OTP/TPM

Reduces risk of field attacks are cryptographically signed.

=
co L
y 3 P
& oo
and downtime pel’SlStlngaCrOSS reboots
Verification : Each st ifi ici i . . X
the next stage be?ocreSI']Srg]Zl\i/r:E L D M§|ICIOU§ /LcjjnSIlgne:' UPdda o @' Cryptographic Engines : RSA/
@, Build trust in connected 8 g A\ Feectsunsingedoralteredimage during ECDSA / SHA
7\ . . overall control boot
medical device .
a Anti-Rollback : Version counters M g:d]“gi:‘;:v:g?o‘;ﬁ'gﬁSLJ:ZI:ZSI‘G v TPM for Measured Boot &
A‘l M Meets regulatory prevent execution of downgrade R/ olderversions Attestation (Optional)
——= requirements (FDA,EU, IEC) .
Measurement (Optional) : Hash y Physical Tampering : Detects& —=  Monotonic Counter / Anti-
f?\ measurements in TPM and ®  blocksuntheorized modifications. o01 Rollback Storage

attestation &integrity monitoring



AYER 2

OS Hardening on Yocto

Compiler hardening, kernel security, minimal attack surface

CORE PRINCIPLES

SYSTEMD HARDENING CONTROLS

© oo

Least Priiege.

PR

= (&

aptersct sk e

unused unts

B e

D @ 3 &

Resousce Contol

T

Bl @
erria
e

REDUCE

'/ Minimize Attack Surface

Romove what can bo attacked.

Disablo kexee
Prevents runtme hemes resiacement

Disablo loadablo modulos

Stops rooekes and dynansic code lnecticn

Disablo unused drivers & subsystems.
Recuce kemmal foctprint 3nd expasure

Disable direct memory sccess
Disabile /dev/menn and STRICT_DEVMEM

3 Disable dobog & tracing nerfaces
= Remave korodes, debugls, racing, etc

o Rostrict keme! information leakage

Enable dmesg restrctions, hice addresses

PROTECT

Strengthen Kernel Defenses

Protoct what must run.

Enforce strict memory protections
Enable STRICT. KERNELRWX
STRICT MOOULE. RWX (WX}

Enable Kerel ASLR
Randomize memory layout
RANDOMIZE_BASE, RANDOMIZE_MEMORY

Enable stack protection
Enable STACKPROTECTOR_STRONG,
VMAP_STACK

Enablo hardened urercopy
Enabie HARDENED_USERCOPY ta prowent
Kemeiiuser memry sbuse

Harden haap & sllocator
Enablo SLAS_FREELIST_RANGOM,
Init_on. alloc. it on_{ree

RESTRICT

\ @  Limit Privileges & Access
Restrict what ean be exploited.

Emable SECCOMP. SECCOMP_FILTER
10 radhuce syscallatiack susfoce

Y ‘Enable seccomp syscall itering

@  Dissble unnecessary copobittes
PR p——
poss

Enforce kernel lockdown (if supported)
e e

ik s o et brtoes
P b . o e
e s

Prevent privinge escaation
K contios 5wk, secuo contgs.and
leost prioge pricpes

THE LINUX FOUNDATION
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DISABLE DEBUG PORTS DISABLE SHELL ACCESS DISABLE ROOT ACCESS

B e

)

/AN

01. SystemD

1. MINIMAL 05 PRINCIPLES

2, IMMUTABLE 05 WITH MULTI-PARTITION DESIGN

3. NETWORK FIREWALL POLICY

Partitceing § Mount Sratogy (Exampie]

Remons unused Defoult Deny
packages & services ekl bend
bR A ot (Symem)  Mosoe Besdany o and outbound
epnrents s ey d comecian
incuto wal
& e M Resdwts gy it

Bl only wht S - oy - Atow Oty
isrequied v Whnclsted Ports
o B siianid R NG " - e —

o Mo gt gy s v
e wbdooces e QT oo

02 Minimal OS

Smaestatock et |, SO, (W)
forre =
P

——— || { EESE JRSSRN. A
o S
Lo -t S8 /e Pt fog, SONTCS).
= —
03. Kernel 6=—o=1 0= o= R
]
TRUST & VERIFY LOCK & CONTROL MINIMIZE & RECOVER
(Establish Root of Trust) (Eliminate Bypass Paths) (Reduce Attack Surface & Ensure Resilience)
04. u-boot . a | o
* a3 >
(1 am
%] (]
s ) | S
.. by . S Y , Ethemet,
. DS i e e
. Compiler Flag el | -l |
* Use hardware-backed kays * Ensure boot process is deterministic 47 OREMENY folomn 5 0 Bt

kup i
and non-modifala el

« Baot orly from prodefined, trustod images

(0P / oFuso / HSM) to anchor trust
* Ensure safe recovery without exposing
insecure fallback

1. MEMORY 2. CODE 3.EXPLOIT  4,CONTROLFLOW  5.RELIABILITY & Quoomes s tomshorend Ououue Eimtes hacnste Getcomechinctiose gntry polits
Irmware execution boat paths. and ensures resilient recovery
SAFETY PROTECTION MITIGATION INTEGRITY ROBUSTNESS

» Pratects against * Prevents code * Harder to bypass. * Detocts unauthorized + Fail safo o

stack and buffer injecton srotoctions control low changes crica rrors

overflows.
* Detects memory g z i B . : resi

St | | et | e e #OSSUMMIT
« mprovesruntime Linits explot + Stengthens owrall  + Protects critical + Fewer crashes,

stability effectiveness sy y




LAYER 3

Integrity Protection
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Detect tampering at boot time and runtime—dm-verity, IMA/EVM, fs-verity

Filesystem Integrity ( At Rest)

Read-only FS

DM-Verity

FS-Verity

Run Time Integrity ( In Execution )

IMA

EVM

(Immutability) (Storage Integrity) (File Integrity) Integrity Measurement Architecture Extended Verification Module

Prevents Block-level File-level verification Detects unauthorized Protects integrity metadata and
modification of 0S verification using .for<?r|t|c‘al changes and blocks prevents tampering/bypass of

components cryptographic has tree binaries/files untrusted code execution IMA checks
Prevents Modification Verifies Entire Filesystem Verifies Individual Files 1 Measures files and (optionally) enforces integrity before execution
i || (i = M@ e -9 o
+ ‘ [ i Integrity
‘ ME:__:?:"‘.__M File access / IMA measures Measurement stered in {Optional) IMA Ensures only
a Read-Only Filesystem ﬂ Read-Only Filesystem ‘ D FS-Verity PRI cccution request file hash karnol + TPM PCRs appraisal anforces. trusted and approved
(audit I il
Mourted e only lmwmblti)slw ‘ o :::-lwmmswm (auditlog)
‘ ° DM-Verity e ‘ 2 Protects integrity metadata and prevents bypass of IMA checks
&  Storoge Varifias avery block on = Filesystem
E eMMC / NAND / Flash Using Merkde hash tree B Con be reodwrite or read-only -
¥ i EVM A ol —
g eMMC / NAND / Flash g Storage Sl EVM protects xattrs Integrity metadata Ensures intogrity fruticiapisdaty
= (Contains data + hash tree) W eMMC/NAND/Flosh '“"“:m‘“ using HMAC / stored with file checks cannot be mﬂh?ﬂ""m‘m
WHAT IT PROVIDES ° WHAT IT PROVIDES \ WHAT IT PROVIDES ol sgnstures e mepusteder i Lo
« Prevents runtime writes and changes -Gymupfkmm:mhnelembfmk Per-file integrity verification —
% Siole ond Nobiwieight mmmm [ o e e S e 3 Cnmpleba runtime integrity wlth measurement + mmam prclu:mn
LIMITATIONS LIMITATIONS
+ No integrity verification A * Works best with read-only partitions A EATRTONS: l@\
5 el As Only protects files that ore enabled IMA + EVM
:mmwmumm mhmﬁmﬁm ‘ & Dost ot peotect entie Mesysiom By delot Warking @ . @ a - - End-to-end
I~ r Together n:).ml |H:ml (wm\lw ::m:t: I:‘L..m '\lf:‘.':’::m,
@ z;c:;::: xiswm modification @ mu:mc:ﬂsz:m 108 image [ @ muﬁm firmware, models, "m""m

protection is needed in embedded and medicol devices «and large assets; writable i

| EVM = Protact Intogeity Matadata ‘ (48] Togothar = Srong. Tamper-Resstant Runtima Trust



LAYER 4

Runtime Control & Peripheral Protection

Restrict what compromised processes can do—least privilege in action

AC
Mandatory Access Control

Define Policies

AppArmor ensure applications
can do only what they need -
nothing more

=]

Enforces Least privilege

€ Monitors activity
3
E Logs events
System Resources
AppA Loz —
Application ‘ P;Iwmm 0 " .7
(Process)
Q Defines wht the sppiication "‘° by 5 ey e
CAN and CANNOT do J
o { ‘ a ko et e n---o »@mm
Imaging Service.

Manitors and blocks
unsuthorized actions

Audit Log
A8 evvets ogged|
vaibiity and

be- System Capabiities
0 - (e ot e

Seccomp
Secure Computing Mode

@ Seccomp Filter (BPF) Restrict system
calls to reduce kernel attack surface

° Prevents privilege escalations

Lightweight & efficient

APPLICATION L--@--»
(PROCESS) Fiters systm cats
g BPF s

System col executed
— i the kernel
Ailows orly essentisl
system cals
oENY

f—
Blocks dangercus or Fo- ¥ orcem aminatnd
unnecessarycods

forretums error)

SECCOMP FILTER (BPF) ° ALOW KERNEL

B .7 v oL
ALLOWED (Examples) 'BLOCKED (Examples)

) 9

B s O O P ¥

read() ‘write() socket()  clock_gettime() ptrace() mount() init_module) kexec_load()

USB Guard
USB Device Control

a Allow only trusted USB devices, Block
o

unknown and malicious devices
'.ﬂ Prevents against data exfiltration

€ Reduce physical attack surface

USB DEVICE o [ oevice aumionizeo |

& o |
&
= ;

poucy check
22| machncrienspint
i 0 cs, s )

DEFAULT-DENY
Dy by defat.
Abow ey ey nted s

REALTIME ENFORCEMENT
Unumdorized devices e ocknd
fore drvers e oaded

POLICY EXAMPLE

© Allow: Vendor 0x1234 Product 05678
{Class: Keyboard)

© Allow: Vendor OxABCD Product 0x1001
(Serisk: XYZ987)

© Block: Al other devices.
L J

S OPEN SOURCE SUMMIT
INDIA

AuditD & Logging

Ensure nothing is missed, everything is
traceable

Capture, Centralize and retain
!:_Q security events for visibility, forensics

& compliance

Rsyslg Centralizes & forwards logs

-]
—]

L

& Helps to meet regulatory & audit
-

requirements



LAYER 5

Secure OTA & Anti-Rollback G g sousé ki

Cryptographically verified updates with downgrade attack protection

Image Installation & Anti-
Rollback

Image Deployment

Image Build Infrastructure Infrastructure

Decrypt using device protected key

&

yocto-  Reproducible Yocto builds N2 menper Ea RAUC haﬁfégit

nnnnnnn see

l
vl

Device provisioning Verify authenticity and Integrity

N
@H Update bundle + metadata ( SWUpdate)
N

Image Encryption {} Staged Rollouts Install to Inactive slot and set boot target

IMAGE RECEIVED DECRYPT IMAGE VERIFY SIGNATURE INSTALL (A/B UPDATE) BOOT & CONFIRM

ol
[ 1] 1|
’ PKCS#11 Key access and Signing P Strong Device Identity @ Anti-Rollback Protection

o~
E Secure & Publish Artifcats ‘ @ Zero Trust Connectivity 0 @ 0 0

-
.
2 || 2 . 2 ) G (9 * B -
BUILD PACKAGE ENCRYPT SIGN PUBLISH — -0 0

(SWUpdate) (HSM)

pr— © cuoun o FrasTauCTURE S——
-
E ] B .
2 E A-H
L
) ‘ ’ {\) u,,,v:nlm;m,y Update package Decrypt using device Verify authenticity Install to inactive slot ,
Qp ‘ . . I_T_Iﬁﬁ i received by device protected key and integrity & set boot target
: ()

[ @ @ 1 Health check &
o
octo Bl I ] alq Securs Dowriond confiem boot

OSever  Adtioct  Degloyment  Mosorng & ]

@ Updats Bundl ) ﬂ Bty gt Ao : e ANTI-ROLLBACK _“” - S

W pedireg @ B () H - - Soron, :

PR PKCSH#1I = Marntacturing ! g PUESEY
Resroccible 8 mr Socuro Arttct Frs oot AT orr Wl = ot o I Vg Rty = e

Encryption Key Access Repository
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LAYER 6

SBOM & Automated Vulnerability Management

Transparency and continuous monitoring—required by FDA Section 524B

S OPEN SOURCE SUMMIT
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@ SBOM Creation with SPDX
© Machine-readable inventory of all software components, licenses & meta data

SPDX
23

© Enable trace from source to deployed device

@ Foundation for vulnerability and audits

[Z2sSPDX

v

(©) CycloneDX

@ SBOM Creation with CycloneDX

© Ccomplements SPDX for broader ecosystem compatibility

o

@ supportrisk scoring and prioritization CycloneDX

© oOptimized for security tools, dashboards

@ Format: CycloneDX 1.5 Tooling : meta-cyclonedx Outputs: .vex , .bom

@ Format: SPDX 2.3 Tooling : meta-spdxscanner | ﬁ'OOutputs:.spdx,.spdx.json
@ Critical

@ CVE-CHECK Report
® High

ts and fixes availability e
@ Medium

° Scan SBOM against NVD,KEV and Vendor advisories Total Vulnerabilities ® Low

© Identified affected comp

© Provides security, CVSSscore

@ Tool: cve-check

8
12
15

7

@ Open-Source License Information Disclossure
@© Extract and aggregate license data from SBOM

© GenerateH dable, Machine-readable license reports

° Identify license types, obligations and compatibility

E‘&a Output :License report (DOCX,CSV,JSON)

n

G
«
C

#OSSUMMIT



Post-Market Cybersecurity Obligations @ o sound s
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Security doesn't end at launch—10-15year lifecycle commitment

@ Continuous Monitoring €« Coordinated Vulnerability Disclosure

© ThreatIntelligence Feeds @© PSIRT Establishment

NVD, OSV, vendor advisories, security mailing lists Product Security Incident Response Team

© Vulnerability Databases
Continuous CVE monitoring against SBOM components

Responsible Disclosure Process
Clear reporting channels, researcher engagement

© security Advisory Tracking © CVE Management

Upstream project notifications, CERT alerts Request CVE IDs, publish advisories, document mitigations

Frequency: Daily automated scans + weekly manual review Timeline: Acknowledge reports within 5 business days
& Secure OTA Patching B Post-Market Surveillance
© Patch Deployment Pipeline © PMsPlan

Automated build, test, sign, deploy workflow Post-Market Surveillance plan with security focus

© Emergency Patch Capability @ Periodic Security Assessments

Fast-track process for critical vulnerabilities Annual penetration testing, architecture review

© stagedRollout © Risk Re-evaluation

Canary deployment, gradual fleet update Update risk analysis based on new threats

Target: Critical patches within 30 days of CVE disclosure Lifecycle: 10-15 year support commitment

FDA Section 524B
Incident Response: Report to FDA within 30 days of breach discovery; notify affected users without unreasonable delay AN AR
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INDIA
Actionable patterns for securing regulated medical devices

Defense-in-Depth is Non-Negotiable

Every layer must be independent—no single point of failure. If one layer falls, others continue protecting. This is not optional for regulated medical devices.

° Secure Boot is the Foundation Yocto Hardening Wins
Without hardware root of trust, all other layers are compromised. Implement chain of Enable security_flags, use read-only rootfs, apply hardened kernel config—immediate
trust from ROM - U-Boot > Kernel > Rootfs. security improvements with minimal effort.

° Sandboxing Dramatically Reduces Attack Surface ° Secure OTA & Anti-Rollback
AppArmor, seccomp, USB Guard, AuditD, Rsyslog—restrict what compromised Cryptographically verified updates with downgrade attack protection

processescan do.

SBOM is Now a Regulatory Requirement Map Every Control to Regulatory Requirements

Automate SBOM generation. Maintain throughout lifecycle. FDA Section 524B, EU MDR, IEC 81001-5-1—document how each technical control
satisfies regulatory expectations.

Remember: Security is a journey, not a destination. Start with the basics, automate relentlessly, and continuously improve.




Future Cybersecurity Trends 2026-2030 G gpi sounc s

Emerging technologies reshaping medical device security

INDIA

&%  Zero Trust for loMT

Principle: Never trust, always verify—assume breach
© Continuous verification of every device and user
© Microsegmentation of medical device networks
© Identity-based access control for loMT devices

© Least privilege by default for all communications

Status: Early adoption in 2026, mainstream by 2028

-&- Al-Driven Automated Defense

Capabilities: Machine learning for threat detection and response
@ Behavioral analytics for anomaly detection

© Autonomous threat containment and response

@ Reduced MTTD (Mean Time to Detect) from days to minutes

© Predictive vulnerability prioritization

Impact: 90-99% faster detection, 60% SOC cost reduction

@ Post-Quantum Cryptography

Urgency: Protect against "harvest now, decrypt later" attacks
© NIST PQC standards: ML-KEM, ML-DSA, SLH-DSA

@ Hybrid modes: Combine classical + PQC algorithms

© Crypto-agility: Easy algorithm migration

@ Timeline: Start pilots now, broad rollout by 2028-2030

Mandate: NSM-10 sets 2035 goal for quantum-proof encryption

@} AgenticAl&IAM

Evolution: Al-powered identity and access management
© Intelligent access control decisions
@ Dynamic risk-based authentication
© Automated privilege management

@ Context-aware authorization

Integration: With Zero Trust architectures

Convergence of
Looking Ahead: Cyber-Physical Systems (CPS) Security—integrating safety and security for life-critical medical devices AR

safety & security



Thank You!

Yocto security implementation details FDA submission experiences
Secure Boot on specific SoCs OTA update strategies
SBOM automation Regulatory compliance mapping
Post-market surveillance Threat modeling methodologies
Senior Engineering Manager abraham.gogulamudi@gehealthcare.com

Abraham Gogulamudi | LinkedIn

20 years in medical device design, Yocto-based Embedded Linux, OS security opensourcesummit.in



https://www.linkedin.com/in/abraham-gogulamudi-6a398216/
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. 99% Of Healthcare Orgs Managing loMT Devices with Known Exploited Vulnerabilities
. More Than Half of Healthcare Orgs Attacked with Ransomware Last Year

. Cost of a data breach: The healthcare industry | IBM

. EBI Warns Healthcare Providers About Unpatched and Outdated Medical Device Risks
. Healthcare Data Breaches 2024: A Stark Reality - Cyber Insurance News

. Study Confirms Increase in Mortality Rate and Poorer Patient Outcomes After Cyberattacks

. Ransomware Attack Contributed to Patient's Death: A Wake-Up Call for Health-Tech and Healthcare
. The Status of Healthcare Ransomware Attacks in 2024 - ComplianceJunction
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. Healthcare Data Breaches 2024: A Stark Reality - Cyber Insurance News

10.Average Cost of a Data Breach 2026 | 46 Facts From IBM & Verizon

11.Cyber-Attacks on Hospital Systems: A Narrative Review - ScienceDirect

12.Cybersecurity in Medical Devices: Quality Management System Considerations and Content of Premarket Submissions

13.Threat modeling - An introduction
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