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Understanding the title..

Clouds on Clouds:
OpenStack and Kubernetes
With Cloud-Barista

Session for beginners..
experimental and not practical



Lab: a cloud on a cloud on a cloud

Pods & |
Service '\

accessible?
why? how?

Kubernetes cluster

deployable? ﬁ OpenStack VMs ﬁ
why? how?
‘ OpenStack cloud \
F Bare-metal VM ﬁ
F Public cloud j




Three open sources, three different roles

Cw [ e

I abstracts

server

server

server

I abstracts

node

node

node

Multi-cloud Infra
(VMs across clouds)

I abstracts

hands you a VM hands you a Pod (container) hands you a multi-cloud Infra
OpenStack Kubernetes Cloud-Barista
Family of CNCF & LF }[ Friend




Lab: a cloud on a cloud on a cloud

accessible

Kubernetes cluster

&8 Ciom
) -

OpenStack VMs
(¥"¥  Barista

OpenStack cloud

‘ Bare-metal VM \

Public cloud )‘

control-plane
for today's lab

provisioning




Cloud-Baristaisan Open Source (Apache 2.0)
“ CLoup
(¥ BarisTa

Project and community to provide essential functionalities
for building multi-cloud solutions

2022

2021

2019 2020

Cortado
(22/11)

Café Latte
(22/6)

Affogato

Café Mocha
(21/11)

(21/6)

Espresso
(20/11)

Cappuccino
(20/6)

Americano
(19/11)

Cloud-Barista Season1 (Coffee Time)

7],
2023 2024 2025 2026 - 2027 2028
Chamomile Cinnamon Darjeeling Earl Grey Hibiscus Jasmine Lavender Lemongrass Peppermint Rooibos
('23/11) ('24/06) ('24/11) ('25/06) (26/06) (26/11) ('27/06) (27/11) ('28/06) ('28/11)

&
<

Cloud-Barista Season 2 (Tea Time)

ithub,com/cloud-barista/cb-tumblebu



https://github.com/cloud-barista/cb-tumblebug

Manages Multi-Cloud Infrastructures !

. ‘ Multi-Cloud Application
e (o) (o o (v

Multi-Cloud Computing
Infrastructure

computing computing
resource resource

Heterogeneous Clouds
abstraction

o =

: . { e ;
s P \ P e
Cloud regions (Total > 150) : - \ ¢ T
= , LS S~ o

(® alibaba .
{ .
(% aws ) , - =

(® azure . i\l . ‘\N\

cloudit ~<
@ gep ® ‘
(™ ibm

(® tencent




Cloud-Barista: Multi-LLMs demonstration

Provision and configure a global LLM service infra dynamically

AWS (GPU VM x 4)
NVIDIA L4
LLM Serving (Ollama or vLLM)

LM LM
Servmg Servmg Serving Serving

Ve

\_ Serving

GCP (GPUVM x 4)

NVIDIA L4
LLM Serving (Ollama or vLLM)

LLM LM LLM
Serving Serving Servmg

- ———

~

-

Azure (VM x1)

Open WebUI
(Interactive GUI)

-@

Azure (VM x 1)
Observability
(Monitoring / Logging)

- Lol

GCP(NVIDIAL4) -7

["P T =

LLM
Serving Servmg Servnng Serving

LLM

Monitoring /
7. Logging

Global Multi-Cloud
Infrastructure

~®

Remote Command ~ :_
Execution ‘_ @

Automatic Configuration
(Ollama / vLLM, Open WebUI,
Monitoring Setup)

Ready-to-Use
LLM Service

T Infrastructure

N

( C% Cloud-Barista

Unified Provisioning

Provision entire
infrastructure as

ONE Infra

Execute commands
on all nodes
remotely

Dynamic & Fast

Build global LLM
service infrastructure

quickly and dynamically

iz

N 4

Rapidly build and operate
your global LLM service
infrastructure!
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Lab: a cloud on a cloud on a cloud

— Open WebUI, deployed on that cluster ) @ end-user (browser)
® e one Pod, behind one Service & DNS - the app
Kubernetes, installed on those three VMs ) [ ; )
® o ® admin (.Headlamp).
a cluster, two clouds deep the cluster, driven from outside
three VMs, created inside that OpenStack ]
CLOU'D control-1 - worker-1 - worker-2
- J
Barista OpenStack, installed on that machine ]
2 openstack.

a whole cloud, inside one machine

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Lab: a cloud on a cloud on a cloud

g
CLoup
Barista
— a bare-metal machine, rented on it
(Cw— one machine, for one afternoon
. AWS / GCP / IBM — a public cloud
the one thing we did not build
—

This is an experiment, not an architecture.




Need bare-metal (OpenStack is hard to be deployed in VMs)

cloud VM cloud bare-metal machine

4 )

4 \
no /dev/kvm — QEMU software emulation — far too slow [/dev/kvmis there - KVM hardware acceleration - real speed

e

[ the VM you rented

—/

A A A
4 N\
i openstack. -
[ the cloud's own hypervisor ] your OpenStack
o J
( )
[ 0 a physical server [ CPU @ VT-x/AMD-V ] ] > a physical server [ CPU @ VT-x/AMD-V ]
~ J . - - )

A hypervisor needs the real CPU. So rent the machine, not a slice of it.

and this is not exotic — the big clouds all rent whole machines by the hour

AWS Google Cloud IBM Cloud Alibaba Cloud
EC2 *.metal c3 / c4a metal Bare Metal Servers ECS Bare Metal (ebm)




€« 2> C M ® localhost:1324 - B9

i Map
@® default P admin &

%" Provision

%" MC-Infra Recommendation

Count

VRAM(GB)

gx3-32x160x214

Disk(GB)

Workioa
Workload




Lab: a cloud on a cloud on a cloud

CLoup
Barista

OpenStack, installed on that machine

2 openstack. o ;
a whole cloud, inside one machine

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Getting OpenStack onto that machine

@ how does a command reach the machine? ® which installer?

-
by hand
ssh x3
> VM1 ]
° [ .
[ ] R one terminal
> [ M2 ] atatime
you > [ VM3 ]
Cloud Barista e
: control-1
one API labelSelector worker-1 every matching
call role = node VM, at once
worker-2

~N

DevStack

r—

o one script, one machine
Kolla-Ansible

s v Y

e Jl containers, driven by Ansible

L

by hand

the install guide, service by service

one remote command — onescript » 17 minutes — aworking cloud




€ > C M@ O localhost:1324

» Get Access ¥
I/ Remote Command
M Remote File Transfer
wa Snapshot Management
t ScaleOut NodeGroup
# Update Firewall

& Control L4 NLB

@ Resource Control

O Release Resources
. Resource Control ~

VNet default-shared-aws-us-
s Security host-openstack-metal-¢
SSHKey host-openstack-metal-:

Connect

Ottawa
®

Togﬂo

New York

>
-:‘I‘,hmg!on

%
United States | L

host
openstack

metal

Running=l{(Ra17)

M The Bahamas
iU La Habana®

judad Cuba

'5’““’ Republica

Dominicana
Kingston

Ciudad o 'Honduras [
de Guatemala 3
Nicaragua
Maracaibo
Caracas
Panama

Medellin

Venezuela

Guyana
Colombia ~

(o]

*

@ default

gl e

Padmin & O

$4.0800/h+

treetMap contributors.




Lab: a cloud on a cloud on a cloud

CLOU'D control-1 - worker-1 - worker-2

g
Barista OpenStack, installed on that machine ]

2 openstack. o ;
a whole cloud, inside one machine

é three VMs, created inside that OpenStack ]

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




You do not have to learn a second cloud

6 @® Cloud-Barista — one API

v v v v v ¥

r

.

( N\ ( \
the usual price of one more cloud registered at runtime
VOO eee cee definition JD[ credential ]D[ assets
CLI dashboard API ,
£ openstack.

the OpenStack we installed on the bare-metal machine

X we never opened any of them

(& J & J

One more provider. The same control plane.




< » C M A T2 8%  3.144.76.134/dashboard/project/api_access/ e B 5 E $

- OpenStaCk 3 admin ~ & admin v

O2FE

ZEHE / API

Compute AP I oﬂH A.Il £

@ Q5N 27| OpenStack RC File L} 2E «

1285 BAl

L IES

Block Storage

Compute

MH|A Endpoint
http://3.144.76.134/volume/v3

http://3.144.76.134/compute/v2.1

Compute Legacy hitp://3.144.76.134/compute/v2/7e98f4488d464c9d827b659493f5b96¢
Identity http://3.144.76.134/identity

Image http://3.144.76.134/image

Load Balancer http://3.144.76.134/placeholder/load-balancer/v2.0

Network http://3.144.76.134/networking

Placement http://3.144.76.134/placement

Share http://3.144.76.134/share/v1/7e98f4488d464c9d827b659493f5b96¢
Shared File System http://3.144.76.134/share/v2

Sharev2 http://3.144.76.134/share/v2

Sharev2_Legacy http://3.144.76.134/share/v2/7e98f4488d464c9d827b659493f5b96¢

1285 BAl




Lab: a cloud on a cloud on a cloud

Kubernetes, installed on those three VMs

a cluster, two clouds deep

é three VMs, created inside that OpenStack ]

CLOU'D control-1 - worker-1 - worker-2

Barista OpenStack, installed on that machine
2 openstack.
a whole cloud, inside one machine

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Getting Kubernetes onto the three VMs

s

Cloud-

Barista

“—machine

Jump host
(Bastion)

ﬁ[%sare-meta.

one remote command - labelSelector -

( inside OpenStack
ssh '[ control-1
> [ worker-1
[ worker-2

.

hopping through one machine

N

©

kubeadm

the official way, node by node

k3s

one small binary

Kubespray

Ansible, many nodes

no managed cluster here

control plane first, then the workers join — all through the jump host




€ > C @R O localhost1324

# Get Access ¥
L Remote Command
M Remote File Transfer
wa Snapshot Management
* ScaleOut NodeGroup
# Update Firewall
¢k Control L4 NLB

Delete Infra

© Resource Control

() Release Resources

\. Resource Control ~

VNet default-shared-aws-us- v

I Security host-openstack-metal-¢ v
/ SSHKey

host-openstack-metal-i v

Connect

<
N
' Zams

/ £ Springfield
o WS
« =

\‘\ Lo R

London”

40 Marysvine 53
*

Aiepart

Plain City.

ity [rer

Metio Por

s
BN
.

'S
e ;

'\,Jk,gr

Hillard

20l

—
R0

,-+ \

8
Dublin

*

@ default

Westerville

158

o)
4

enstack

Worthingtdn ;{7

mélt/-'al

B3
-

£ admin

,""{‘»2

$4.0800/h+

penStreetMap contributors.




Lab: a cloud on a cloud on a cloud

a cluster, two clouds deep the cluster, driven from outside

Kubernetes, installed on those three VMs ) ® admin (Headlam
‘_[ ( p) ]

control-1 - worker-1 - worker-2

three VMs, created inside that OpenStack ]
Croup

Barista OpenStack, installed on that machine
2 openstack.
a whole cloud, inside one machine

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Reaching the cluster from your laptop

the bare-metal machine
15.161.132.237 : 6443

your laptop
Headlamp

—

AWS firewall
allows 6443

9 OpenStack's floating IP G control-1 - k8s API server

172.24.4.86 : 6443 10.177.113.3 : 6443

DNAT + masquerade
on the machine

OpenStack's router
172.24.4.86 — 10.177.113.3

Vs

what happens at

15.161.132.237

TO: TO: 172.24.4.86
FROM: your laptop FROM: the machine

DNAT (modify destination) | masquerade (modify sender)

forget the sender and the reply never comes home

\

~

kubeconfig — one line matters

The only public address is the machine's. Everything after it is a rewrite.




« > C M ® localhost:1324

M Map Topol Net d Board < API

%" Provision @ Control

@ MC-Infra Control

# Req Log Select ID

B Infra ID host-openstack-metal

B Node ID g1-1(g1)

Pub IP 3.144.76.134 (g1-1,91) v

Control Infra

# Get Access ¥
L Remote Command
M Remote File Transfer

wa Snapshot Management

i

e 52

!

/

(

Urbana

% Springfield
\ ~

4 L

N

S —

i

London

Plain €Ity

7 78
Dr\«or—vaerublln

. 020"

Hilard

- ‘ Worthingtdn s[>

% 3 ‘m e‘,t/a l

2

* B

n)

7

Sunbury

-
~
~.

\

us23

— i

Whitehali

=

© OpenSt

%
1
b
1
<78 Reynoldsburg

2C
N

reem‘llap conmEutors



Lab: a cloud on a cloud on a cloud

one Pod, behind one Service

p— )
Open WebUI, deployed on that cluster
e P ploy

a cluster, two clouds deep

Kubernetes, installed on those three VMs

CLOU'D control-1 - worker-1 - worker-2

g
Barista OpenStack, installed on that machine ]
2 openstack.

a whole cloud, inside one machine

é three VMs, created inside that OpenStack ]

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Open WebUI on the cluster

@® from a port on a node to the container @ why a NodePort?
ClusterlP
° inside the cluster only
|
@ e Pod NodePort
0 * this lab

. a door on every node
Service

10.110.58.118 h

: 8080 epod I g LoadBalancer

no cloud to ask

the cloud hands you one

Ingress
° needs a controller
one nhame, many apps

NodePort opens the same door on every node. Kubernetes finds the Pod.




|9

€ > C @ @ localhosti324
W Map Topol Net [d Board % API 2 Av- ! § -
portation 5 '{ / Sdefault  Padmin B [
'!?Ielaware

¥ Provision & Control =

argy

@ MC-Infra Control

49
Phl warysvine 53
» Req Log Select ID

¥ Infra ID host-openstack-metal

Westerville

4
2

i

!
Y108

& Node ID gl1-1(g1)

% ool d
“. ... openstack ..
r \ Worthingtdn's {5 £ pesesingg
*

Pub IP 3.144.76.134 (g1-1,91) v
e s : Imetal w-s‘;-ﬂ;‘.:{ﬂ" New Albatly.
% ova Site ik 1/ { P

Control Infra jesy m

Hilliard

Urbana Plain City

»# Get Access ¥ : X w
N o \

¢ & Whitehall 3

"‘B“Mo‘d)bmg s

L Remote Command /

M Remote File Transfer /‘ S SRR

== 5;;{ o 59 ~ b ¥ \
gy pren Grove City s >

wa Snapshot Management e
L5\ 4+ | & host-k8s f«
; L - '|7

ScaleOut NodeGroup
# Update Firewall

£z Control L4 NLB

( 3 -
O Delete Infra | 2
5 62 usz3 Y
: 5 — R u.om
7 ! ! ! © OpenStreetMap contributors.




Lab: a cloud on a cloud on a cloud

one Pod, behind one Service DNS - the app

— Open WebUI, deployed on that cluster ) @ end-user (browser)
D O -

a cluster, two clouds deep

Kubernetes, installed on those three VMs

CLOU'D control-1 - worker-1 - worker-2

g
Barista OpenStack, installed on that machine ]
2 openstack.

a whole cloud, inside one machine

é three VMs, created inside that OpenStack ]

a bare-metal machine, rented on it

Cc—)
Cc—) )
(Cw— one machine, for one afternoon

. AWS / GCP / IBM — a public cloud

the one thing we did not build

This is an experiment, not an architecture.




Letting end users in

) . .
. the bare-metal machine OpenStack any node : 30080
http.//1%gg;6132-237 15.161.132.237 : 30080 172.24.4.86 : 30080 - Service —» Pod
the AWS firewall DNAT + masquerade OpenStack's router
allows 30080 on the machine and its firewall
s ) e A
the same two rewrites as before two firewalls, one path
AWS OpenStack
) . -
TO:  15.161.132.237 T0:  172.24.4.86 arequest 8 | I G dies inside Openstack
FROM: the visitor FROM: the bare-matal |
- -
DNAT — the destination masquerade — the sender arequest [E -—> = reaches the Pod
only the port is different: 30080 every firewall on the path has to say yes
. J |\ J

http://15.161.132.237:30080 — an ordinary URL, four rewrites deep.
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Every address, every door

AWS [ VPC 10.53.0.0/16 ][ subnet 10.53.0.0/18 ] ° @ end user
N
r— the bare-metal machine [ inside AWS 10.53.48.116 ][ public 15.161.132.237 ] 15.161.132.237 : 30080
(o )
£ openstack. [floating pool 172.24.4.0/24 ][ tenant net 10.177.64.0/18 ] °-
] o )
- . three VMs [ control-1 10.177.113.3 ][ floating IPs  172.24.4.x ]
© ( S
> Kubernetes [ services 10.96.0.0/12 ][ pods 10.244.0.0/16 ] °==
E each worker gets its own slice: 10.244.x.0/24
UIJ =E==2PE
o
>
o e Pod 10.244.0.7 e Pod 10.244.0.9 e Pod 10.244.0.11 Q—
O
@ Service 10.110.58.118: 8080 — picks one of them
{ R \
® admin - Headlamp
the cluster's own API 177.113.3 : 6443 L S Sl Y
| _ *TTT B 5100132097 000
. J
\_ ) doors1-2-3only
\ J )\ )
\ N
the AWS firewall the machine rewrites OpenStack's router Kubernetes
opens :30080 — 172.24.4.86 —10.177.113.3 NodePort — Service — Pod

Cloud-Barista, from outside: A the machine B theVMs C Kubernetes — always hopping through the jump host

Kubernetes icons: github.com/kubernetes/community (Apache-2.0) - OpenStack icons: github.com/openstack/horizon (Apache-2.0)



Yes: a cloud on a cloud on a cloud

YES!
YE SI < 0000
/\ accessible
o Kubernetes cluster
“ Croup S ‘ OpenStack VMs \
(¥"% ) Barista -
'g ‘ OpenStack cloud \
| .
= F Bare-metal VM ﬁ

Public cloud )‘




If any of this was interesting

CB-Tumblebug (Multi-Cloud Infra Management)

go 76.4% | go.mod v1.23.0 | repo size 35.1 MiB Visual Codebase | API Doc | Swagger
license Apache-2.0 | release v0.10.0 J release(dev) [v0.10.9 [ build [passing [ Slack ' SIG-TB
all contributors '49

github.com/cloud-barista/cb-tumblebug

% Open Source Together %

* Your Feedback and Contribution

« Keep This Open Source Alive!

© 7 CLOUD NATIVE
ko COMPUTING FOUNDATION

About Projects

SANDBOX PROJECTS

Training Community

Blog & News

The CNCF Sandbox is the entry point for early stage

projects.

Our Sandbox Projects

Atlantis

Automation &
Configuration

ﬂ;thm

Automation &
Configuration

bank-vaults

Security & Compliance

pY
capsule

Scheduling &
Orchestration

. ANTREA

Cloud Native Network

||//g

BFE

Service Proxy

i

Carina

Cloud Native Storage

nnnnnn

Container Runtime

¢

Cartography

Security & Compliance

Key Management

P

man

Security & Compliance

S

CARVEL

Application Definition &
Image Build



https://github.com/cloud-barista/cb-tumblebug

One day. Three open sources, in one Home

[

I abstracts

server

server

server

abstracts

hands youa VM

OpenStack

node

node

node

hands you a Pod

Kubernetes

Multi-cloud Infra
(VMs across clouds)

abstracts

hands youa multl cloud Infra

Cloud-Barista

Family of CNCF & LF




Thank youl!
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