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From Continuous Tracing
To Automated Insights

Al-Driven Performance Analysis With Guider

"Autonomous Performance Management for Embedded Linux —
Configure once. Guider watches, analyzes, and acts."

Peace Lee - github.com/iipeace/guider

Pvwthon =BPF Linux / &ndroid & —Powered ZA0K+ |ines 10+ wears

THE LINUX FOUNDATION v
S OPEN SOURCE SUMMIT
KOREA



Guider

. Performance issues stem from kernel, driver, IPC (Inter-Process Communication), memory, |/O, thermal — code alone

rarely reveals the cause. Analysis requires many different specialized tools.

Hard to Reproduce
4 Sudden performance issues may never happen again. When they occur, you must capture as much information as

possible, immediately and effectively.

Always-on Tracing Daemon

.1, NeedsImmediate Response
4 Field incidents need more than post-mortem analysis. Some level of real-time response capability is required —

even if imperfect.

Al-Driven Analysis & Action

Guider addresses all three — today's talk focuses on the third: Al-driven automated insights & response

D\ A

THE LINUX FOUNDATION

S OPEN SOURCE SUMMIT

KOREA




A single Python file that watches, profiles, and explains your entire system.

244 36 28

250K+ 10+ 1

No compilation. No kernel module. No agent to install.
pip Install guider — pure Python, runs on any Linux/Android box you can SSH or ado into.

Built over a decade of real production incidents — not a weekend side project.
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All data sources — one binary

| procfs - sysfs - cgroupfs

| debugfs - tracefs

| ftrace - kprobe - uprobe - ptrace

\ eBPF (BPF_PROG_*)

| Perfetto - Perf - Android - CAN

<- Kernel stats

<- Kernel trace

<- Dynamic probe

<- Programmable

<- Integration

procfs / sysfs / cgroupfs

CPU, memory, I/O, network, process tree — the foundation. Zero overhead, always available.

Kernel function tracing with no kernel rebuild. Dynamic attach/detach at runtime.

Stack sampling, latency histograms, TCP retransmit, Binder tracing, lock contention...

Perfetto / CAN / Android

Automotive-grade: Perfetto system traces, CAN bus + DBC decode, Android platform
commands and APIs.

S OPEN SOURCE SUMMIT
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Process & CPU

e top — system-wide stats

« ftop — file descriptor monitor
* atop — all-in-one analysis

e ctop — threshold daemon
* pytop — Python profiler

» bpfstacktor — on-CPU eBPF

» bpfwaittop — off-CPU eBPF

* bpfrunatop — run queue lat

Android / IVI

* perfetto — system trace W
» andtop — Android log monitor

* cantop — CAN bus monitor
* cansnoop — CAN bus stream
¢ bpfbindersnoop — Binder stream

e |nksnoop — LMK kill events

Memory &1/0

* [itop — memaory monitor

+ checkdup — dup page detection
* bpfreclaintop — reclaim lat

* bpfblktop— 1O lat per stack

* hpflockt op — lock contention

* hpfcachet op — page cache analysis

Profiling & Visualization

* rec — ftrace analysis

* drawflane — flame graph
* draw — time-series HTML
* drawscatter — correlation
* drawmen — memory chart

+ 20+ visualization types

Network & IPC

¢ bpfpkttop — XDP flow top

s bpftopret rans — TCP retrans
* bpfnet lat — network latency
e hpfhinderlat — Binder lat

¢ hpfhinderpool — thread pool
* hpfsyscal [top — syscall stats
* bpfdropt op — pkt drop stacks

*

s SKAl — analyze & explain

e ISKFM — decide & act

¢ Embedded in HTML/SVG output
« ctop threshold trigger

+ Webhook — Slack/PagerDuty

+ — Covered in Part 2



guider top -a

sudo guider bpfstacktop —R 30 —g DRAWFLAME

gulder drawflame guider.out —g ASKAI:"Find the root cause of CPU pressure” —F html

Traditional approach

¢ top — perf record — perf report
¢ addr2line for symbol resolution
¢ Manual stack cross-reference

* Write analysis report separately

Multiple tools - 30+ minutes

[Top Info] [Time: 8554227.100] [Inter: 1.0] [pate: 20260805-101453] [Ctxt: 14398] [Life: +16/-16] [IRQ: 3026] [Core: B] [Task: 430/1312] [Load: 2/2/2] [Free: 19.9G]
[PST > [cpu] some(D..%) 1(0%) [memory] some(0%) / Tull(0X) [io] some(0X) / full(0%}]

wemav](rer/ user/ cache/ kern)| swap( Per/ Injout)| pgrclm | Blkw | NrFlt |B1k|sTRa] Pgwlk | Pgoirt KetIo

Total | 28/ 0/ ¢

0/ 0) ( 18/ 8869/ 33382/ 1532)| 836( 40/ 0f 0) o/0 | o/0 o lo| o s92 172

1 Mem [

i3] cruCusr/ker/Dly) | py

99d:00: 10
Guider Flamegraph
001] [test_task(1708): 15%(Ust/14%+5ys/1%)] [NrSamples: 6,397(10.2%)]

Guider approach

¢ Single tool, consistent workflow

¢ Automatic symbol resolution

¢ |nteractive flame graph in browser
® Al analysis panel embedded in HTML

* One tool - shareable single file

eBPF profiling — instant SVG - Monitoring session — Al-analyzed HTML — all from one tool, one file to share.



Continuous Tracing

What ctop does

* Runs as an always-on background daemon guider ctop -C fetc/ouider/ouider conf
* Evaluates threshold rules at every interval

* On threshold hit: auto-captures full snapshot (SAVERAW)

¢ Supports multi-condition groups: triggers only when CPU% and MEM both breach

simultaneously

1 {
* 27 resource types monitored — CPU, MEM, /O, PSI, log, eBPF, ... v wen": £
"SYSTER": [ "SYSTEN": [{
g p "apply" "true”, "apply” "trug",
ctop solves Problem 2 — "hard to reproduce". ol & e e
conp” : big", conp” less",
When the issue occurs, ctop has already captured it. i [T e e ]
It is also the trigger point for Al analysis, "nessage”: "CPU usage |5 high” "message’:  'fres memory is lon”
L ) 1 N
i }
+ 1
VERAN_2020-89-24T69:54 1 ; - ™\

SAVERAW — what it captures

Complete raw snapshot saved to file: all process metrics - memory maps - 1/O
stats - kernel counters — ready for Al analysis (ASKAI/ASKRUN) or offline review

N_2620-18-26

MIN_2620-10-26T14
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Continuous Tracing

o (

tend-udev (

PID/ PPID/ Nef Pri)| Min/AvgfMax/Tot |

Guider Perf Graph

30620 | 20379 | 490192 | 6 | 1K
20095 | 15582 | 490199 | 6 | 1K/K
20358 | 16316 | 38402005 | 6 | 1/
20845 | 16073 | 5| 6 | WK
10030 | 75| e | 6 | /K

(Top Delay Info] [Top Prio Info

Info

352/1828 36971994
3681910 37972134

00:00:08 00:00:12 00:00:16 00:00:20 00:00:24 00:00:28 0:00:3 00:00:36" 80
00:00:10 00-00:14 00-00:18 00-00:22 00:00:26 00 30 00:00:34 l



Continuous Tracing

guider.conf <threshold>.cpu.SYSTEM — one real rule, every option it can carry

oput |
"SYSTEM": i i
“apply . "true”, e total: 30, comp: "big" — fire when CPU > 90%
“total': 90, ¢ type! "avg" — sustained average, not one spike
::type:: a”g * interval' 5— must hold for 5 consecutive ticks
conp” ! big",
“interval": &,
"after”: "B0s",
“oneshot" "true",
Teiesis LD, Timing & Scope
taskmen":  "frue",
"pern” "root”, ¢ after: "60s" —ignore boot-time noise
“lock": "true”, . :
dcomand':  ["GAVE Bs" "CHDASKFLN_CPU']. ¢ oneshot + refresh 120 — fire once, 120s cooldown
"nessage’  "systen CPU usage is criticallv high', ¢ taskmon — attach per-task breakdown to the snapshot
EBIEE CErEAInEY G B o=l e & Bles * perm: "root" — only evaluated when guider runs as root
Bls after boot == snapshot + Al lock: "true" — f Il other threshold checks while thi . .
R g o ——— e lock! "true" — freezes all other threshold checks while this event is active
i
b P
Actions — Al-integrated
¢ SAYE'5s — raw snapshot captured first
“COMMAND": {

"OHD_ASKELNCFU : "ASKRLH: C2U over load detected. ¢ CMD_ASKRUM_CPU— a name, not a keyword; resolved against the COMMAND block shown below-left

Diagnose root cause and sugoest ¢ Lighter alternative: CMD_45K4 | _CPU — analysis only, nothing executed
renediat iondT | MEOLT : 60, MAXCHD: 2°




ctop — What Can Be Monitored

guider.conf <threshol d> — 27 resource types, each with fine-grained attributes

System Performance Common Control Attributes

* cpu— total / user / kemel / iowait / irq / temp / nrCore * apply— activate rule ("true" / "falze")

* core — per-core usage / freq / governor / online status *  comp — comparison: "big" (2) /" less" (2)/ "eq" (=2)

* pnu— IPC / cache-miss rate / branch-miss rate (PMU counters) * command — action list: SAVERAW, ASKAI, ASKRUMN, SNAPSHOT, WEBHOOK...
* psi— cpu/memory/io — some-avg10 / full-avg10 / diff * interval — condition must hold for N ticks (duration gate)

* |oad—load1m /load5m /load15m * oneshot — fire only once, then auto-disable

e task — nrRun / nrCtx / new / die / abnormal (D/Z state) * after/before — fire only within an uptime window

* interdiff — collection interval delay (sec) + predict — fire before threshold on rising trend

* ezcalation — ordered action sequence per fire

* message / explain — attach description to event

Memory & I/O *  includedR f exceptOR — process whitellist / blacklist filter
* taskmon — include per-task breakdown in saved output
* mem— available / anon / file / slab / nrMinFlt / oomKill / rss / nrTickLmk / nrTotalLmk (Android) + prop — Android property condition (e.g. "sys . boot _comp leted|1")

= swap — usage / usagePer / swapin / swapout / usageDiff
* block —read / write / ioWait / nrMajFlt / nrRun
* storage — usagePer / free / favail / readtime / writetime

Correlation Group

s cgroup —cpu / memory / throttle / read / write / cpuDelay

Network, Android & More "oom_risk": {

tapply" "true",
"members": ["MEM_SYSTEM_available",
"MEM_SYSTEM_oomk il "],
"window": 2,
"commands " [" SAYERAW",
"ASKA|Explain OCM risk and sugaest relief"]

* net— inbound / outbound / recv / trans (per interface, size suffix)

* sock — nrTCPConn / nrTCPRetrans / RxQ / TxQ

* anr — nrTickANR / nrBootANR / nriotalANR (Android)

* file— exist / none / size / data / datalnt (file & dir monitoring)

e battery — per/left / plugged (Android)

* gpu / gpumem — usage / size

* | og —filter pattern across kernel / DLT / Android / journal

* bpf — RUNQLAT / BLKLAT / FUNCCOUNT / FUNCLAT (eBPF-backed)




Automated Insights

ASKAI — ask & explain. Read-only, nothing is ever executed. | ASKRUN — ask & act. Validated commands can actually run.

| guider.conf (policy) | Non'bIOCking by DeSign

| -+ Thresholds + correlations | .

| - Pre-built AI prompts | LLM calls run in a daemon thread.

fmsssssssssssass {essssssssssssssss + ctop monitoring loop never waits for Al.
| threshold fires . . .
. No data collection gap during analysis.

[ctop daemon] <- non-blocking

Deep Context

| Context Collection | ¢ 5-tick metric trend (not just "now")
| - 5-tick metric trend |

* Top resource consumers ranked
| - Top procs + 05/HW |

¢ Recent threshold event history

Fommmmmme tommmeeeees * * Hardware: CPU model, RAM, kernel version
| LLM API call
y y
e +
| Cluse / apear / cnind | Provider Flexibility
Hmmmmm e Hmmmmmm e +

| 3sON response
B B +
| ASKAI -> analysis |
| ASKRUN -> validate+exec |
| WEBHOOK -> alert |

Claude (default) OpenAl Gemini Custom endpoint



guider.conf <| Im>— Global Al Configuration

One block, set once — every ASKAI/ASKRUN call on the device reads from here

<lln> "ASKRLN" - o
i "EEVERITY_ACTICHE " 2 {
“PROVIDER © "claude”, “eritical "z ["SMAPSHIT", “GETCUMP",
“MODEL": “sonnet”, “INTERWAL:1"],
o mg mgn “high':  ["SWWE’, " INTERWAL:2'],
E;\CTE‘#S] " “wediun’: ['SWBEN],
“ANTHROPIC™ = “sk-ant—...", , low= I
OFENAL™: ", "GBOOGLE": ", "CUSTCH": T ETELIET I 4
h . “men”: [TEAYEMEN", "ALTOOMAD: 100071,
MUEEIEREE A" “epu”s ["ALTOLIMITCRU:GD",
"CONTENT - " HUTOSCHED B: 0]
"HEMINFO" = ["Memivai lable”, " Cached”, 1,
“Suapled’, "Dirty"], "RLTO_ESCALATE” "false”,
“PSI": true, “MAY_MITOCMDE" : 3
"BINDER" : true, b
THERMAL": frue,
"CRUFRED" = frue
} t Auto-inserted commands still pass the same whitelist check — 4UT0_ESCALATE defaults to off

Priority for every field: —-q option > this config file > environment variable

Always Included — no config needed CONTEXT Adds — opt-in, only when the key is present
* event — name, uptime, timestamp, the threshold rule’s own fields * HEHINFO — fproc/meminfo e YMSTAT — /proc/vmstat
e systen — full sysSnapshot () (CPU/mem/1/O/PSI etc.) o [HESG:N — last N kmsg lines e BUODYINFO — fragmentation
* top_processes — top-N by CPU, N = CTXDEPTH (default 10) * DISKSTATS — /proc/diskstats * P3l ~ jprog/pressure/®
s CPUSTAT — /proc/stat per-core s SLABINFO — /proc/slabinfo

* active_events — every threshold currently firing

e netric_history — last 5 ticks per metric (the "5-tick trend”) » |NTERRUPTS:N — top-N IRQs o BINDER — Android IPC (Android only)

SOFTIROS — fii CPUFREQ / THERMAL — sysfs freg/te
* recent_events — correlated events within the window * WA * J systs freq/temp

* 05_info— kemel version, architecture
* netyork_info — TCP/UDP socket counts

Left is sent on every call - right is layered on top only when the matching <! | m>.CONTEXT key (previous slide) is set.




Automated Insights

Analysis only — the LLM explains what's happening, nothing is ever executed.

Pattern 1: With ctop (threshold trigger)

guider ctop -c guider.conf

Pattern 2: Embedded in Visualization

guider drawflame guider .out -g ASKAI -F html

4

N

5-tick metric trend (not just a snapshot)
Top processes by CPU/mem/I/O

Stack frames (when drawflame mode)
Previous threshold events

Hardware: CPU model, total RAM, kernel
# Android: Binder threads, LMK state

i~ m

One HTML file = data + Al analysis + context
Share it — they get everything.




Automated Insights

Guider Flame Graph
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Automated Insights

guider.conf <threshold>.mem.SYSTEM — the real rule behind the next slide's JSON response

“men: {

"SYSTEM": [{ : ; . . e ) : ]
vapply": e o available: 200, comp: "less", type: "avg”, interval: 3—sustained <200MB, not one dip
"avai lable": 200, ’ o after: "30s", oneshot + refresh! 300 — ignore boot noise, fire once, 5-min cooldown
"comp" "less", o tasknon, pern: "root” — per-task breakdown, root-only
:FYDE"’ . g, ¢ autolarget: "topRss” — governor tracks the top memory consumer, so AUTOOMADI/AUTOSIGNAL below act on the
interval*: 3, right process
"after”: "30s",

"oneshot™  "trug”,
"refresh™: 300,
"taskmon": "true”,

wern root, Actions — ASKRUN wired in

"autolarget”:"tophss”,

“conmand”© ["SAVE", "CHD_ASKRUN_OOM"], o SAYE — CHDLASKRUM_OOM, resolved against the COMMAND block below-left

‘nessage”:  “system available wemory is o DRYRUN:t rue baked into the template — always previews, regardless of severity
critically low",

"explain®  "sustalned avg available nenory .

<200MB for 3 ticks —» snapshot +
41 diagnosis, DRYRUN-safe by default”

H Inline Options — #0PT1:v1 ,0PT2:v2
b
o TIMEOUT: <sec> — LLM request timeout (60} «  PROY |DER: <nane> — override LLM provider
o [RYAM: <boal> — log, don't execute o MNODEL: <name> — override LLM model

o WANCHD: <n> — max commands torun (3) ® FEEDBACK:<sec — re-check effect after exec

» CTHDEPTH: <n> — top-N procs in contest (10)
"COMHAND": {

"CHO_ASKRUNLOOM" s "ASKRLK: 00 risk detected,
Hemory pressure is critical. Diagnose and
sugeest safe preemptive relief
HTIHEOUT 50, MAXCHD: 3, CAYRLN: £ rue” -




Automated Insights

Same idea as ASKAI, but the LLM's suggested commands can actually run — gated by severity, a whitelist, and dry-run.

Severity Routing
{ 7 7 ~
"analysis"s  "Memory pressure from 3 00M-risk processes, com. ivi.maps holds B20MB R3S and 3 wake locks. ", CRITICAI- HIGH MEDIUM I.OW
e e, 5 cmds - execute 3 cmds - execute 1¢md - dry-run 0 cmd - analyze
"subsystens”: ["nen”, "binder'], only
"confidence": 0,91, \ J Y
“commans”:  ["SMAPSHOT: oon_event”, “AUTOOHAD.:500°], After the response arrives

et lalis firergslve 0.L) el eirer Wl Brleesrs e selen bl * Parse JSON - severity sets maxCmd/dryRun, unless the command template already fixed them (like CHD_A SKRUN_0OM); guider.conf

<| 1n>, ASKRUN, AUTO_ESCALATE (shown a few slides back) may inject more

* Each command re-checked against the 39-cmd whitelist (pre-approved commands — full list coming up), one at a time

* Dry-run (preview only — nothing actually runs) — [LLH:DRYRUN] would execute; live — [LLM:EYEC] re-enters hand | eEvent Cndl()
— same path normal threshold commands use

* Blocked — [LLM:BLOCKED], never runs

Before every call * Optional FEEDBACK: <sec: — re-asks the LLM "was this effective?" after execution

* Every outcome (severity, executed, blocked) written to LLWALD| TLOG as JSONL

JSON schema enforced — Al cannot output freeform commands.

Rate-limit (60s) + duplicate-pending guard per event — skip if still cooling down
Runs in a daemon thread — ctop loop never blocks on it

S OPEN SOURCE SUMMIT
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Example — What CMD_ASKRUN_OOM Actually Returns

A worked trace: which of the 39 whitelisted commands the LLM can pick, and what happens to each

[LLM:ASKRUN] com,ivi.naps holds B2CHB FRS and 2 wake

“analysis’s  con. vl waps holds SZONE FES, 2 ake Vi MEReiartl Fele i Ul prer iy

locks: avallable memory 178ME, uncer

200HB for 3 ticks.",

freezing before LMK forces a hard kill,

[LLW:DRYAUN] would execute: ALTOCHADY 700

"severity't  critical”,
[LLM:DRYRUN] would execute: ALTORIGNAL:SIGSTCR

"subsystens”: ["nen'],
"confidence": .88, [LLW:BLOCKED] command not al |owed: FESTART

“connands”t ["ALTOONADJ : 700",

"RUTOS| GHAL: SIGSTOP", P
| e 1, N Why these two ran, and one didn't
“rationale” “"Raize OOM priority and fresze the
sieess iaftare U ferees el (- o AUTOOMAD : 700, AUTOSIGNAL + S 1GSTOR — both in the 39-cmd whitelist; autoTarget: "topfss” from the rule points them at
com.ivi.maps automatically
} o AESTART — hard-blocked (P10, layer 2) before the whitelist is even checked; stripped no matter how confident the LLM is

& All 3 counted toward M&:CHD: 3 — a 4th suggestion would be ignored entirely

Same shape as the previous slide's schema — severity=critical here, but CYD_ASKRUN_0OM's baked-in
ORYRUN: true still forces preview-only.

Other whitelisted commands that fit memory pressure: SAVEMEM, SAVEMEMPROC, SAVESWAP, SNAPSHOT, AUTOSWAPOUT, AUTORESTORE — the LLM picks from the same 39
regardless of resource type.




Automated Insights

"Can the Al brick my device?" — No. Here's why:

Whitelist: 39 commands only — SAVE, SNAPSHOT, AUTOOMADJ, AUTOIONICE, AUTONICE, AUTOLIMITCPU, SAVERAW, WEBHOOK...
Anything not on the list is structurally impossible to execute.

o Hard block — EXIT / RESTART / STOP / RELOAD / UPDATE — Even if Al outputs these, they are removed before whitelist check.
The daemon cannot kill itself or the host system.

Dry-run default for medium/low severity — Commands are suggested, not executed.

2 Only critical/high severity triggers real execution.

Rate Limiting JSONL Audit Trail

60-second cooldown per event type. Every decision (executed + blocked) logged with full context for post-mortem
Prevents runaway LLM call storms. replay.

Three structural layers ensure the Al cannot brick your device — by design, not by policy.
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