


Use Cases for a Real-Time OS
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SCALABLE

from small sensor nodes

... to complex multi-core systems



- Zephyr’
S
FLEXIBLE  yet SECURE
Heavily customizable Built with safety & security in mind

Out-of-the-box support for Certification-ready

1000+ boards and 100s of sensors Long-term Support



®

OPEN-SOURCE

Permissively licensed (Apache 2.0)

Vendor-neutral governance

ECOSYSTEM

Vibrant community

Supported by major silicon vendors



The Zephyr Project strives to deliver the
best-in-class RTOS for connected
resource-constrained devices, built to
be secure and safe.



Boards Su

Arduino 101 Quark D2000 CRB Galileo Gen2 FRDM-K64F

t 2

Arduino Due

» More platforms and boards to follow 4
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Lessons Learned by Linux Developers circa 2016/2017

Linux Kernel
Development

Report

Jonathan Corbet, LWN.net
Greg Kroah-Hartman, The Linux Foundation

Source:

https://www.linuxfoundation.org/resources/
publications/linux-kernel-report-2017

More recent stats can be found at:

https://www.linuxfoundation.org/tools/linux-
kernel-history-report-2020/

Short release cycles are important.

Process scalability requires a distributed,
hierarchical development model.

Tools matter.

The kernel's strongly consensus-oriented
model is important.

A related factor is the kernel's strong “no
regressions” rule.

Corporate participation in the process is
crucial.

There should be no internal boundaries
within the project


https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/

Linux Best Practice
Vendor Neutral Decision Making

Companies and Individuals
Participate

Streamline upstreaming process
Public code reviews?

Consensus Oriented Decision Models

Hierarchical development
(Maintainers)

No Internal Boundaries
Distributed version control

Short Release Cycle (w/ Merge
Window)

Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.

Yes, TSC has companies & community
participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr

Yes, TSC votes on features & release readiness.
Yes, see /MAINTAINERS.yml

Yes, anyone can make pull request for any area
Yes, see /CONTRIBUTING.rst

Sort of, Evolved to 5 month merge, 3 week
stabilize

Yes, LTS 3 active maintain


https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/blob/main/MAINTAINERS.yml
https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst

Security Best Practice Evolution g @:phyr,\

e Established Security Committee at project launch in 2016 — meets bi-weekly.

e Secure Coding Practices were publicly documented for project.

e Zephyr Project reqgistered as a CVE Numbering Authority with MITRE since 2017.

e “Gold” Best Practices Badge criteria Core Infrastructure Initiative met in 2018

e Vulnerability Management Process in 2020
o  Vulnerability response criteria publicly documented
o Product makers can register for free for embargo notifications Zephyr

e Automatic SPDX SBOM generation added 2021

e Infrastructure transition to github in 2021, improved automation & interaction with CVE
e Security working group formation in 2022 to improve transparency with community

e Work on self attestation for ETSI 303-645 started in 2023

e Project funded Audit by NCC group in 2024

e Documented CRA Readiness in 2025


https://docs.zephyrproject.org/latest/security/secure-coding.html
https://cve.mitre.org/cve/request_id.html#cna_participants
https://bestpractices.coreinfrastructure.org/projects/74

Developer Surveys Started in 2018

Results A ‘

»A <

In 2017, we made significant changes to the infrastructure of the project.
Have these changes impacted your ability to contribute to the project?

40 M Made things easier [l Had no effiect Wl Got in my way

Gerrit —> Github Jira —> GitHub Issues  Jenkins -> Shippable kbuild --> cmaki Added Coverity scans
Cl

Source: 2018 Zephyr Developer Survey Results

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://docs.google.com/presentation/d/183rllgPl8puaVTM9g-6_DDwJjcX4qRVD5C2lQWFQlpU/edit?slide=id.g3e6faa0626_0_14#slide=id.g3e6faa0626_0_14

— Annual Developer Surveys

Developer Survey 2026 Overview

2026 - 523 Responses
« TSCVoting: 30
Maintainer: 97
Collaborator: 130

Geography: 56% Europe, 22% APAC, 15% North America, 3%
Latin America & Caribbean, 3% Middle East, 1% Africa.

Experience: 54% Respondents have >5 years experience
High Level Summary for 2026:

84% positive about Zephyr, 11% neutral, 5% negative.
88% contribute to Zephyr as part of their job

..

2025 - 208 Responses
+ TSCVoting: 19
Maintainer: 38
Collaborator: 39

Geography: 57% Europe, 20% North America, 16% Asia
(includes India & Pakistan), 4% South America, 2% Oceania,
1% Africa

Experience: 55% Respondents have >5 years experience

High Level Summary for 2025:

80% positive about Zephyr, 12% neutral, 8% negative.

86% contribute to Zephyr as part of their job

= Zephyr

) Zephyr’

1. How would you rate your overall experience working on Zephyr? A Zephyr

Q esponses

How would you rate your overall experience working on Zephyr?

5-Happy

- 2026 (523) 2022
L . 0 iti . ) DOS
15. Which Zephyr technical shortcoming should be addressed Zephyr . ??02 ggzltt;\;le((égm . 8% nel

most urgently?  free-text comments; n =198 + 4% negative (20)

e Driver/ peripheral / sensor coverage breadth and depth

o "many boards/SoCs are 'supported' but only minimally — peripherals/features
missing."

e Build system — Devicetree / Kconfig / CMake / West

o "DTSis still garbage."
o "The Kconfig mess... menuconfig is difficult for newcomers."

Source: 2026 Zephyr
Developer Survey Results

e Functional safety / certification

o "Asafety certification would be a game-changer for many users/projects."

e Networking / connectivity: Matter, WiFi/ESP32, Thread, LoRa, sub-GHz
e Out-of-tree modularity: plugins, HAL decoupling, vendor SDKs

o "improve modularity: out-of-tree drivers, SoCs, boards, HALs — without patching
Zephyr."



https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96
https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96

And the results of applying these
best practices?



Operating
System

Zephyr
nuttX
RIOT
RT-Thread
Tizen RT
myNewt
FreeRTOS
Contiki-NG
SelL4
Ariel-OS

ThreadX

First

Commit

2014/11

2007/7?

2010/09

2009/06

2015/04

2015/06

2004/07

2017/10

2014/07

2020/08

2020/05

Controls
Commits

community
community
community
community
Samsung
community
Richard Barry
community
community

community

Declared
License

Apache-2.0

BSD-variant — Apache-2.0
LGPL-2.1

GPL-2.0 — Apache-2.0
BSD-variant — Apache-2.0
Apache-2.0

GPL-2.0 w/ FreeRTOS — MIT
BSD-3-Clause

GPLv2 AND BSD-2-Clause

Apache-2.0 OR MIT

MSFT — community MSL — MIT

Total
Contributors

3,503
736
390
823
237
142
248
223
125

32

42

Contributors in
last month

436
59
32
23

17

Total
Commiits

147,809
62,681
50,126
18,104
12,473
11,585

3,673
18,492
4,967
4,998

338

Commits in
last month

3,331
569
160

76
35
16

8
75
38

28

Data extracted on 2026-08-09 from github

16



Methodology: Sample from Github ~** zephyr

https://github.com/zephyrproject-rtos/zephyr
- Total commits: 147,809
- Total contributors: 3,503

@ Unwatch 407 ~ ¥ Fork 97k Starred 16.2k  ~

https://github.com/zephyrproject-rtos/ze r/pulse?period=monthly

M thl t . b t . 436 ¥ main ~ ¥ 163Branches © 225 Tags Q Gotofile About
ontnly contributors: Primary G Reestory o the Zep
M h | H . 3 33 1 9 nashif boards: actinius: move init code from SYS_INIT to hooks @8 X 4a0718c - 20 hours ago ) 147,809 Commits. Project. Zephyr is a new generation,
- onthly commits: 3, scalable, optmized, secure RTOS for
W githup ci: github: bump the actions-deps group across 1 directory yesterday multiple hardware architectures.
B9 LICENSES chore: use the golden copy licence text 2 months ago & docs.zephyrproject.org
bluetooth  bluetooth-le
B arch arch: arc: core: support multilevel interrupt priority setting 20 hours ago
embedded  embedded-c iot
8 boards boards: actinius: move init code from SYS_INIT to hooks 20 hours ago

meu  microcontroller  real

ime
B cmake cmake: modules: soc: Deprecate SOC_NAME, SOC_SERIE... yesterday rtos | zephyr  zephyr-rtos

July 9, 2026 - August 9, 2026

kernel: poll: add K_POLL_TYPE_LIFO_DATA_AVAILABLE s.. 20 hours ago 2ophyros
00 Readme

drivers: haptics: cirrus: Port haptics API changes to CS40!

20 hours ago
8 Apache-2.0 license

Overview drivers: clock_control: mchp: scke: update for supporting ... 20 hours ago @ Code of conduct
. drivers: haptics: cirrus: Port haptics API changes to CS40L.. 20 hours ago A Contribiiting
@ Security policy
. o Q: Streamiine k_work_submit() tracing 5 days ago Yo R
2566 Active pull requests 770 Active issues ) y
Ti: utls: jsoTegop-level object member walker last week &) Custom properties
¥ 16.2k stars
Tlext: edk: fix Windows bUNgure due to ccache and path... 3 months ago
11625 11941 ©524 ©246 © 407 vatching
Merged pull requests Open pull requests Closed issues New issues W modules soc: cmake: Remove usage of duplicate vesterday % 97kforks
W samples samples: cs4015x: Port CSA0LSx driver changes to 20 hours ago Repart repository
M scripts Scripts: style: Add test cases for CMake/Kconfig style chec... Releases 151
Summary Top committers - @ M share build: cmake: deprecate zephyr_file_copy() © Zephyra.4.2 (
2days ago
Excluding merges, 436 authors have pushed 3039 500 B snippets snippets: xen-domo: add rpi_/bcm2712 board overlay 2 days ago T
commits to main and 3331 commits to all branches. H ™ soc soc: microchip: sam: common: simpliy the sources by $(S... 20 hours ago
. " £ 250 Contributors 3,503
On main, 8378 files have changed and there have been 8 B9 submanifests submanifests: readme: fix broken link 2 months ago 9
it i To0ps
215,329/additions and:47,607 deletions 0 Il Eemanan-- M subsys Bluetooth: CAP: Commander: Shell: Make reception start p... 20 hours ago =¥
2
.5 . . [ J-F 1]
yavROE "dBTY 2N - tests tests: lib: timespec_util: parameterize table tests with ZTE.. 20 hours ago g b
[0 .checkpatch.conf checkpatch: ignore COMPARISON_TO_NULL 9 months ago g’ 8

+3,489 contributors

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/pulse?period=monthly

56% Europe,

22% APAC,

15% North America,

3% Latin America & Caribbean,
3% Middle East,

1% Africa

 of

N 56

Developers Participating in 2026 Survey



Contributors Per Year Over Time (2016-2025)
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Commits Per Year Over Time (2016-2025)
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Small Sample of Products Running Zephyr Today

Oticon More HALO
Hearing Aid Smartglasses
-‘h'=
Adhoc Smart Waste Google
Chromebook
BLiXT solid state Aethero Deimos
circuit breaker Satellite

[ 3
(1 zephyrproject.org/products-running-zephyr

-
-

Livestock Tracker Moto Watch 100 Dandelion

PulseTape ECG

Framework laptop Keychron Q11 Hati-ACE

(]

-®

(]

-2
BAUER NE Laird Connectivity BeST pump
Bluetooth sensors & monitoring
SmartLock gateways

Proglove

=

Blackhole™
PCle Al Accelerator

b}

"’
ﬂ

Vestas Wind
Turbines


https://www.zephyrproject.org/products-running-zephyr/

Zephyr® Turns 10

A Decade of Adoption, Maturity,
and Ecosystem Evolution

d by Kate Stewart, Zephyr Project Director

March 2026 ngﬁmgg& RESEE e
linuxfoundation.org/research/zephyr-turns-10

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.


http://linuxfoundation.org/research/zephyr-turns-10

FIGURE 38

Respondent demographics

3%
2%  Non-IT 3%
OtheriTa Staff Other
Security

1%
IT / Project
Management

Respondent
Role

81%

Developer

5%
Rest of the World

23%
18% United States
Asia-Pacific or Canada

Geographic
Region of
Headquarters

53%

Europe

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.

Type of
Organization

5%
Utilities / Energy

o sz
Automotive
7%
Manufacturing
9%
5% DKNS
No, and we
have no plans
to use it
1%
No, but we used
it previously
Does
organization
use or plan to
use Zephyr?
24% 61%
Yes, we are

evaluating Zephyr

Yes, we currently
for future use

use Zephyr in
our products

22%
Over 10,000

Company
Size

28%
251-9,999

12%

Does your
organization

contribute to
the Zephyr
project?

(Employees)

49%
Less than 250

46%

Yes



ZEPHYR® TURNS 10

Experts confirm
Zephyr's maturity:
now production-ready with
stable stacks, and suitability
for long-lifecycle industrial

devices requiring decades
of operation.




Lifecycle & Support Window distribution

FIGURE 4

What is the typical lifecycle/support duration for your embedded products?

Zephyr Turns 10 Survey, Q12, Sample Size = 400

Less than 2 years 5%

2to5years 20%

5to 10 years 26%

10 to 15 years 17%

8%

15 to 30 years

More than 30 years 1%

Varies significantly by product 11%

Don't know or not sure 12%

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



ZEPHYR® TURNS 10

79% of respondents
report improved
hardware and board

support, and 60% report
improved connectivity
since adopting Zephyr.




Why use Zephyr?

FIGURE 19

In your opinion, what are the biggest impacts of using Zephyr?
Zephyr Turns 10 Survey, Q32, Sample Size = 227, Total Mentions = 623

casie hardware portailty [ >+
Community and ecosystem support | <

Faster product development cycles
No vendor lock-in

Scalable firmware architecture
Rich built-in connectivity options

Stronger foundation for long-term product roadmaps

Simplified integration

Improved reliability and stability of the products that run on Zephyr _ 14%
Better security posture for embedded/IoT devices _ 9%

Reduced licensing costs _ 7%
Other (please specify) - 3%
Don't know or not sure - 2%

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



“When we had to redesign control " Zephyr
modules due to processor obsolescence,

Zephyr gave us a scalable foundation

for an entire family of products. Its

cross-vendor and cross-MCU design

allowed us to port to new SoCs

quickly while keeping a layered,

reusable firmware architecture.”

— HENRIK BRIX ANDERSEN, LEAD EMBEDDED
SOFTWARE ENGINEER, VESTAS WIND SYSTEMS A/S



What Hardware Platforms?

FIGURE 15

What types of hardware platforms does
your organization use with Zephyr?
Zephyr Turns 10 Survey, Q28, Sample Size = 230, Total Mentions = 433

rscv [ -2
Xtensa (ESP32, etc.) _ 21% FIGURE 16
ARM Cortex-A series [N 17% For the platforms you selected, which bit-

widths does your organization use?

ARM Cortex-R series - 10%
Zephyr Turns 10 Survey, Q29, Sample Size = 230, Total Mentions = 271

Intel xg6/x64 [ 5%

32-bit 91%
Renesas RX I 3% 64-bit - 20%

Other (please specify) I 3% I
Don't know or not sure 6%

Don't know or not sure I 2%

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.
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How Many Deployed Devices with RTOS(eS)? < zephyr

FIGURE 6

Approximately
how many
hardware
devices has your
organization
deployed using
RTOS(es)?

Zephyr Turns 10 Survey, Q10/
Q16, Sample Size = 365, Using
= Current Zephyr users or
planning to use Zephyr, Not
using = Past Zephyr users or
not planning to use Zephyr

23%
Under 1,000
16%
1,001 to 10,000 F
9%
10,001 to 100,000 4%
. 10%
100,001 to 1 million 4%
.II. .II- 7%
1 million to 10 million 8%
. 13%
Over 10 million 17%
. 22%
Don't know or not sure 13% B Using Zephyr

50%

[ Not using Zephyr

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



- Zephyr’
“Before moving to Zephyr, our wireless

keyboards delivered around 200

hours of battery life at a 1k polling

rate. With Zephyr-based firmware,

using the same battery size, we now

achieve more than 600 hours atan

8k polling rate. That is a fundamental

improvement in power efficiency and

performance at the same time.”

— PAUL TAN, COO, KEYCHRON



RTOS usage per Market Segments

FIGURE 7

In which types of hardware does your organization use RTOS?
Zephyr Turns 10 Survey, Sample Size = 375, Total Mentions = 1,267, Using = Current Zephyr users

or planning to use Zephyr, Not using = Past Zephyr users or not planning to use Zephyr

Industrial automation and control systems

Consumer loT devices (smart home, appliances, connected products)
Sensors and monitoring equipment

Wearable devices (smartwatches, fitness trackers, health monitors)
Computing devices (edge Al, gateways, embedded computers)
Prototypes/development hardware only

Medical and healthcare devices

Energy systems (smart meters, grid equipment, power management)
Automotive systems and components

Robotics and autonomous systems

Networking and telecommunications equipment

Transportation (aerospace, drones, marine, rail)

Other (please specify)

Don't know or not sure
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50%
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25%

30%

30%

- Using Zephyr

'S
N
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. Not using Zephyr

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



“What immediately stood out with Zephyr was the
engineering quality. The codebase felt clean, familiar, and
practical for real-time control, especially coming from a
Linux background. It takes best practices from other open
source projects and applies them in a way that makes the
system predictable, extensible, and developer-friendly.”

— YASUSHI SHOJI, CO-FOUNDER AND CEO, SPACE CUBICS



ZEPHYR® TURNS 10

69% of organizations

plan to increase
or significantly increase
their use of Zephyr,
while only 1% expect to
decrease usage.

il




Future Adoption Plans -

FIGURE 17

What are your organization’s future plans for Zephyr?
Zephyr Turns 10 Survey, Q30, Sample Size = 230

Significantly increase adoption _ 24%

Probably stay the same _ 24%
FIGURE 18
DR I Lh Future adoption plans for Zephyr by region
Zephyr Turns 10 Survey, Q30/Q6, Sample Size = 215
Does not apply to us I 1%

United States and Canada

Don't know or not sure 5%

Europe

Asia-Pacific

M significantly increase adoption B increase adoption Probably stay the same

[ Decrease adoption Does not applytous [l Don't know or not sure

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



What is the Zephyr project
focusing on now?



Challenges on the Horizon?

FIGURE 23
What are the biggest challenges facing Zephyr in the next five years?

Zephyr Turns 10 Survey, Q39, Sample Size = 215, Total Mentions = 610

Maintenance and long-term support | —. 20

Safety certifications
Onboarding and documentation

Security updates

Reliability and stability [ 24%
Talent shortage [ 22%
Hardware and connectivity support [N 21%
Ecosystem and governance [N 9%
Competition from other RTOS [ 6%
Scaling to large device fleets |GG 13%
Other (please specify) NG 2%

Don't know or not sure [N 7%

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



Challenges on the Horizon?

FIGURE 23

What are the biggest challenges facing Zephyr in the next five years?

Zephyr Turns 10 Survey, Q39, Sample Size = 215, Total Mentions = 610

< Maintenance and long-term support > 49%
Safety certifications | 40%

Onboarding and documentation [ 3%
 Security updates> I 2o
Reliability and stability [ 24%
Talent shortage [ 22%
Hardware and connectivity support [N 21%
Ecosystem and governance [N 9%
Competition from other RTOS [ 6%
Scaling to large device fleets |GG 13%
Other (please specify) NG 2%

Don't know or not sure [N 7%

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



V»A

Process Evolution to help Manufacturers < zepnyr

TSC approved extensions to Long Term Support (LTS) support from 2.5 to 5 years
from the project on March 8, 2025.

LTS Support Phases LTS Release Lifecycle / Lifetime
9 i1 2 )y Z| ;(1 8§ |
= T 5 L T T
Now :
Supported and Managed by the Project (~5 years) External / TBD B ; : f
A L . . : :
I Future : e St & bR .
Extended Support through 3rd parties : : — e t'g
and Hardware vendors. . . : ; . : 0 i
0 v: 3 v4 Y5 6 3 G
| | | | |
I | | | I | I I I = === Third Party/Commercial Support

(TBD)

Source: Anas Nashif, Zephyr TSC Chair, Zephyr TSC Meeting

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



CRA Aligns with Focus on Security & LTS

Source: www.linuxfoundation.org/research/cra-compliance-best-practices

LJLINUX  Euor LJLINUX | Researcr

Pathways to Cybersecurity
Best Practices in Open Source

0

How the Civil Infrastructure Platform,
Yocto Project, and Zephyr Project
are Closing the Gap to Meeting the

Jill

Requirements of the Cyber Resilience Act
h ‘ E ’
L]
SPONS '(" b N\

JOpenSSF yocto - Zephyr

© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.
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http://www.linuxfoundation.org/research/cra-compliance-best-practices

©2023

-

Zephyr CRA Steward Readiness ~*< Zephyr

Article

Article 24.1

Article 24.2

Article 14.1

Article 14.3

Article 14.8

Article 52.3

The Zephyr Project — Content made ava

Summary

Security policy & vulnerability
reporting process / link

Cooperate with MSAs to reduce risk

CSIRT Contact established

Notify CSIRT & ENISA of "severe"
vulnerabilities

Notify end-consumers of "severe"
vulnerabilities

Stewards found non-compliant must
take corrective actions to respect
obligations

lable under CC BY-SA 4.0

Zephyr Status
Y Documented in Project (policy & vulnerability
reporting process).
N Working already with CVE Authorities as CNA.
Y Identify CSIRT coordinator for EU
(<) Determine if processes used with NVD will work

K

or if adjustments required.

Provide information to manufacturers &
integrators signed up on Zephyr Vulnerability
Alert Reqistry

Doing this today with CVE authorities


https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://docs.zephyrproject.org/latest/security/security-overview.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://zephyrproject.org/vulnerability-registry/
https://zephyrproject.org/vulnerability-registry/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_52

Challenges on the Horizon?

FIGURE 23

What are the biggest challenges facing Zephyr in the next five years?

Zephyr Turns 10 Survey, Q39, Sample Size = 215, Total Mentions =610

Maintenance and long:term support - [, 0%

Safety certifications 40%

Onboarding and documentation | ::

Security updates
Reliability and stability

Talent shortage

Hardware and connectivity support
Ecosystem and governance
Competition from other RTOS
Scaling to large device fleets

Other (please specify)

Don't know or not sure
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Safety Compliance: V-model Standards “'f:phyr@

It is difficult to map a stereotypical open-source
development to the V-model
o Specification of features
o Comprehensive documentation
o Traceability from requirements to source code
o Number of committers and information known
about them

Zephyr RTOS functional safety work products mapping to IEC 61508-3 V model

= Provide the evidences that open source
developers can map to compliance and meet all
requirements

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Safety Element out of Context - SEooC

System with Safe
Usage Considerations

N|IN|NI{N
R|IR|IR|[R|R RIR|IR|IR|R
Element .

Zephyr’
N|IN|N|[N/|N
R|IR|IR|[R|R RIR|IR|[R]|R

Element Element

"A

Development and verification
independent of a specific
context or application

Provides integration and
operation information for safe
system integration

Comes with sufficient
evidence, that it can be
integrated to a safety relevant
system.

P

) Zephyr’



Initial Safety Certification Focus

e Start with a limited scope of kernel
and interfaces

e Initial targetis IEC 61508 SIL 3/ SC 3
(IEC 61508-3, 7.4.2.12, Route 3s)

e Option for 26262 certification has
been included in contract with
certification authority should there be
sufficient member interest

Scope can be extended to include additional components with associated

Zephyr RTOS safety starting scope

-

mr Zephyr’

Scheduling Threads Stacks Memory pool System workqueue
sched.c thread.c stack.c mempool.c system_work_g.c
thread.h
sched_prig.h Heaps Semaphore Quel
thread_stack.h
ksched.h kheap.c em.c queue
timeou t.c
timeout_g.h timeout_g.h Memory slab Mutex Mailb
idec | lemoc mem_slab.c mutt mailbs
Fatal errors Workqueue Timers Condition variables
evice, Modo! fatal.c work.c timer. ndva
devi fatal.h
device h Veak m Message Queues Version
General kernel includes main_weak.c msggc | |versionc
Initalizati Kkernel.h h ( gel ted )
init.c kernel_internal.h
inith kernel_structs.h
banner.c

kernel_version.h
kswap.h

wait_g.h

requirements and traceability as determined by the safety committee




.

Safety Assessment & Certification Plan "< zephyr

Phase 1 - Concept Phase

Approval of the overall plans and

strategy, scope and high level
requirements & architecture

Phase 2 - Detailed Phase

Filling the gaps:

Completeness of requirements
Safety Analysis

Traceability

Verification & Test Coverage



Status in 2025

Coding Guidelines established based on
MISRA rules and applied

Static Analysis tooling to check for
adherence to Guidelines selected for
future contributions

Reference Requirements and
Traceability started in the code base

Automatic human readable
documentation of requirements from
StrictDoc rules is available

Formal concept approval for Phase 1
is complete ... on to Phase 2

Inspection Report
on the

Concept
of

Safety and F i Safety (FSM)

Zephyr

Report No.: LS104178G
Version 1.0 of 2024-12-10

Inspection Body
TOV SUD Rail GmbH
Barthstratie 16
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Phase 2. Progress to date

Zephyr True Traceability s

Overview

Verification evidence

Test run

mps2/an385, qemu_cortex_a53/gemu_cortex

Source: Anas Nashif, Zephyr TSC Chair,
with assistance from Claude

Zephyr True Traceability

True traceability

True traceability

Al verdicts

Tite
Main thread

Defining a thread stack at compile time

Timer expiry function

Timer stop function

User mode handing of detected stack overfiow
Querying used message count

Querying free message count

Support operation on more than one CPU
Secondary GPU bring-up during iniialization
Work queue iniialization

Timer status reinitialization

Stack Overflow Detection

Heap allocation timeout

Work item submission from threads and intermupt service routines
Creating threads

Setting thread priority

Suspending a thread

Resuming a suspended thread

Delayed thread start

Aborting a thread

Thread stack objects

Component v ns d by own tests
Threads

Threads

Timers

Timers

Memory Protection
Message Queues
Message Queues
Muti Gore

Muli Gore

Work Queues
Timers

Memory Protection
Memory Objects
Work Queues
Threads

Threads

Threads

Threads

Threads

Threads

Threads




Phase 2. Progress to Date

SPDX 3 Visualizer Graph 6files + Addfiles
B chox

B Full-text
Overview

Graph

Software
Security
Licensing

Build

Functional Safety

Agents

Statistics

Remediation B Heatmap - Requirements lacking verification

Impact
Packages Files @ Functional Safety @ Tools Build Agents

Raw JSON-LD dependsOn contains — haslnput — hasOutput - usesTool

hasStaticLink
« hasEvidence -+~ evaluationBasedOn == tracedToDetail

® Design @ Build @ Development @ Test M Unscoped

Source: https://kartben.qgithub.io/spdx3_viz/#s=zephyr-experimental

@ Share

«® Organic # Unverified regs - 281 +

SPDX 3 Visualizer Graph 6Gfiles + Addfiles & Sshare

SPDX 3.0 & 3.1

W Full-text
2,046 nodes - 4 «* Organic

Overview & Unverified regs - 281

Graph

Software
Security
Licensing

Build

Functional Safety

Agents

Statistics

Remediation B Heatmap - Requirements lacking verification

mpact
Packages @ Files @ Functional Safety @ Tools ® Build ® Agents

Raw JSON-LD dependsOn contains — hasinput — hasOutput - usesTool — hasStaticLink

— hasRequirement -~ implementedBy verifiedBy hasEvidence --- evaluationBasedOn ~- tracedToDetail

® Design @ Buid @ Development @ Test @ Unscoped

B Require
ZEP-SYRS-31: Message Queues

REQUIREMENT
The Zephyr RTOS shall
provide a mechanism for
threads and interrupt
service routines to
asynchronously exchange
fixed-size data items.

Message Queues
IDENTIFIERS
ZEP-SYRS-31
status:Draft

requirenent-type:Functional
4 IMPACT
| TRACED TO DETAIL
> B ZEP-SRS-31-1: Messa,
> B ZEP-SRS-31-2: Messa.
ZEP-SRS-31-3: Messa.
ZEP-SRS-31-4: Sendin..

ZEP-SRS-31-5: Sendin...

=]
=]
=]
8

ZEP-SRS-31-6: Send ti...

ZEP-SRS-31-7: Send ti...

ZEP-SRS-31-8: Receiv...

ZEP-SRS-31-9: Messa...



https://kartben.github.io/spdx3_viz/#s=zephyr-experimental

Challenges on the Horizon?

FIGURE 23

What are the biggest challenges facing Zephyr in the next five years?

Zephyr Turns 10 Survey, Q39, Sample Size = 215, Total Mentions =610

Maintenance and long-term support - [, 0%
Safety certifications | 20%

< Onboarding and documentation I ::

Security updates
Reliability and stability

Talent shortage

Hardware and connectivity support
Ecosystem and governance
Competition from other RTOS
Scaling to large device fleets

Other (please specify)

Don't know or not sure
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2026: Do you feel the Zephyr Project is able to provide effective documentation?

Q17 452 responses 85’ &

Do you feel the Zephyr Project is able to provide effective documentation?
(docs.zephyrproject.org)

1- Unsatisfied

78% Positive
15% Neutral
7% Negative

N

3 - Neutral

S

5 - Happy

0% 10% 20% 30% 40%

Bx Horizontal bar ¥

50%

2025

73% Positive
13% Neutral
14% Negative

2024

70% Positive
16% Neutral
14% Negative

2023

63% Positive
17% Neutral
20% Negative

Source: 2026 Zephyr Developer Survey Results


https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96

“Tenyears in, Zephyr has passed the hardest test for
any open source project: survival and sustained
adoption. Many projects appear, gain attention, and
disappear. Zephyr is now an established platform
with real production impact across industries.”

— ANAS NASHIF, SENIOR PRINCIPAL ENGINEER, INTEL; ZEPHYR
MAINTAINER, TSC CHAIR, AND BOARD MEMBER



- Zephyr-

Thank you to the Zephyr community
of developers for the excellent
technical work you've contributed to
the project over the last 10 years!






