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Use Cases for a Real-Time OS
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SMALL SCALABLEyet

< 8KB Flash

< 5KB RAM

from small sensor nodes

… to complex multi-core systems
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FLEXIBLE SECUREyet

Heavily customizable

Out-of-the-box support for 
1000+ boards and 100s of sensors

Built with safety & security in mind

Certification-ready

Long-term Support
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OPEN-SOURCE ECOSYSTEM
Permissively licensed (Apache 2.0)

Vendor-neutral governance

Vibrant community

Supported by major silicon vendors



The Zephyr Project strives to deliver the 
best-in-class RTOS for connected 

resource-constrained devices, built to 
be secure and safe.
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Boards Supported (5 → 1000+)



Governing Board Technical Steering
Committee

Contributors



Governing Board Technical Steering
Committee

Contributors
Development Tools

Training &
Consulting

Firmwares &
Libraries

Applications & 
Middlewares



Lessons Learned by Linux Developers circa 2016/2017

• Short release cycles are important.

• Process scalability requires a distributed, 
hierarchical development model.

• Tools matter.

• The kernel’s strongly consensus-oriented 
model is important.

• A related factor is the kernel’s strong “no 
regressions” rule.

• Corporate participation in the process is 
crucial.

• There should be no internal boundaries 
within the project

Source: 
https://www.linuxfoundation.org/resources/
publications/linux-kernel-report-2017

More recent stats can be found at: 
https://www.linuxfoundation.org/tools/linux-
kernel-history-report-2020/

https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/


Linux Best Practice Zephyr Adoption
Vendor Neutral Decision Making Yes, Project support from multiple companies.  
Companies and Individuals 
Participate

Yes,  TSC has companies & community 
participation. 

Streamline upstreaming process Yes,  see /CONTRIBUTING.rst,  DCO used
Public code reviews? Yes, issues & pull requests reviewed on 

https://github.com/zephyrproject-rtos/zephyr
Consensus Oriented Decision Models Yes, TSC votes on features & release readiness.
Hierarchical development 
(Maintainers)

Yes, see /MAINTAINERS.yml

No Internal Boundaries Yes, anyone can make pull request for any area
Distributed version control Yes, see /CONTRIBUTING.rst
Short Release Cycle (w/ Merge 
Window)

Sort of, Evolved to 5 month merge,  3 week 
stabilize

Long Term Support Releases Yes,  LTS 3 active maintain

https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/blob/main/MAINTAINERS.yml
https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
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Security Best Practice Evolution 
● Established Security Committee at project launch in 2016 – meets bi-weekly.

● Secure Coding Practices were publicly documented for project.
● Zephyr Project registered as a CVE Numbering Authority with MITRE since 2017.
● “Gold” Best Practices Badge criteria Core Infrastructure Initiative met in 2018

● Vulnerability Management Process in 2020
○ Vulnerability response criteria publicly documented
○ Product makers can register for free for embargo notifications Zephyr 

● Automatic SPDX SBOM generation added 2021

● Infrastructure transition to github in 2021, improved automation & interaction with CVE 

● Security working group formation in 2022 to improve transparency with community

● Work on self attestation for ETSI 303-645 started in 2023

● Project funded Audit by NCC group in 2024

● Documented CRA Readiness in 2025

https://docs.zephyrproject.org/latest/security/secure-coding.html
https://cve.mitre.org/cve/request_id.html#cna_participants
https://bestpractices.coreinfrastructure.org/projects/74
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Developer Surveys Started in 2018

Source: 2018 Zephyr Developer Survey Results

https://docs.google.com/presentation/d/183rllgPl8puaVTM9g-6_DDwJjcX4qRVD5C2lQWFQlpU/edit?slide=id.g3e6faa0626_0_14#slide=id.g3e6faa0626_0_14
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→ Annual Developer Surveys 

Source: 2026 Zephyr 
Developer Survey Results

https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96
https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96


And the results of applying these 
best practices?



16

Operating 
System

First 
Commit

Controls 
Commits

Declared 
License

Total 
Contributors

Contributors in 
last month

Total 
Commits

Commits in 
last month

Zephyr 2014/11 community Apache-2.0 3,503 436 147,809 3,331

nuttX 2007/? community BSD-variant → Apache-2.0 736 59 62,681 569

RIOT 2010/09 community LGPL-2.1 390 32 50,126 160

RT-Thread 2009/06 community GPL-2.0 → Apache-2.0 823 23 18,104 76

Tizen RT 2015/04 Samsung BSD-variant → Apache-2.0 237 17 12,473 35

myNewt 2015/06 community Apache-2.0 142 8 11,585 16

FreeRTOS 2004/07 Richard Barry GPL-2.0 w/ FreeRTOS → MIT 248 8 3,673 8

Contiki-NG 2017/10 community BSD-3-Clause 223 8 18,492 75

SeL4 2014/07 community GPLv2 AND BSD-2-Clause 125 7 4,967 38

Ariel-OS 2020/08 community Apache-2.0 OR MIT 32 6 4,998 28

ThreadX 2020/05 MSFT → community MSL → MIT 42 0 338 0

Data extracted on 2026-08-09 from github 
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Methodology:  Sample from Github   
https://github.com/zephyrproject-rtos/zephyr

- Total commits:  147,809
- Total contributors: 3,503

https://github.com/zephyrproject-rtos/zephyr/pulse?period=monthly
- Monthly contributors: 436
- Monthly commits: 3,331

4.5 commits/hour

https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/pulse?period=monthly


Developers Participating in 2026 Survey

56% Europe, 
22% APAC, 
15% North America, 
3% Latin America & Caribbean, 
3% Middle East, 
1% Africa







Oticon More 
Hearing Aid

HALO 
Smartglasses

Livestock Tracker Moto Watch 100 Dandelion 
PulseTape ECG 

Proglove

Adhoc Smart Waste Google 
Chromebook

Framework laptop Keychron Q11 Hati-ACE Blackhole™
PCIe AI Accelerator

BLiXT solid state 
circuit breaker

Aethero Deimos 
Satellite

BAUER NE 
Bluetooth  
SmartLock

Laird Connectivity 
sensors & 
gateways

BeST pump 
monitoring

Vestas Wind 
Turbines

Small Sample of Products Running Zephyr Today

zephyrproject.org/products-running-zephyr 

https://www.zephyrproject.org/products-running-zephyr/
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Research Report Released 2026-3-4

linuxfoundation.org/research/zephyr-turns-10 

http://linuxfoundation.org/research/zephyr-turns-10
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Lifecycle & Support Window distribution
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Why use Zephyr?
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What Hardware Platforms?
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How Many Deployed Devices with RTOS(es)?
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RTOS usage per Market Segments
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Future Adoption Plans



What is the Zephyr project 
focusing on now?
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Challenges on the Horizon?



© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.

Challenges on the Horizon?
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Process Evolution to help Manufacturers

TSC approved extensions to Long Term Support (LTS) support from 2.5 to 5 years 
from the project on March 8, 2025.

Source: Anas Nashif, Zephyr TSC Chair, Zephyr TSC Meeting
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CRA Aligns with Focus on Security & LTS

Source: www.linuxfoundation.org/research/cra-compliance-best-practices

http://www.linuxfoundation.org/research/cra-compliance-best-practices
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Zephyr CRA Steward Readiness
Article Summary Zephyr Status

Article 24.1 Security policy & vulnerability 
reporting process / link

❏ Documented in Project (policy & vulnerability 
reporting process).

Article 24.2 Cooperate with MSAs to reduce risk ❏ Working already with CVE Authorities as CNA.

Article 14.1 CSIRT Contact established ❏ Identify CSIRT coordinator for EU

Article 14.3 Notify CSIRT & ENISA of "severe" 
vulnerabilities

❏ Determine if processes used with NVD will work 
or if adjustments required.

Article 14.8 Notify end-consumers of "severe" 
vulnerabilities

❏ Provide information to manufacturers & 
integrators signed up on Zephyr Vulnerability 
Alert Registry

Article 52.3 Stewards found non-compliant must 
take corrective actions to respect 
obligations

❏ Doing this today with CVE authorities

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://docs.zephyrproject.org/latest/security/security-overview.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://zephyrproject.org/vulnerability-registry/
https://zephyrproject.org/vulnerability-registry/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_52
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Challenges on the Horizon?
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Safety Compliance: V-model Standards

It is difficult to map a stereotypical open-source 
development to the V-model
○ Specification of features
○ Comprehensive documentation
○ Traceability from requirements to source code
○ Number of committers and information known

about them

⇒ Provide the evidences that open source 
developers can map to compliance and meet all 
requirements



Safety Element out of Context - SEooC

System with Safe 
Usage Considerations

Element

R R R R R

N N N N

N N N N N

Element

R R R R R

Element

R R R R R

R R R R R

Development and verification 
independent of a specific 
context or application

Provides integration and 
operation information for safe 
system integration

Comes with sufficient 
evidence, that it can be 
integrated to a safety relevant 
system.



Initial Safety Certification Focus

● Start with a limited scope of kernel 
and interfaces 

● Initial target is IEC 61508 SIL 3 / SC 3 
(IEC 61508-3, 7.4.2.12, Route 3s) 

● Option for 26262 certification has 
been included in contract with 
certification authority should there be 
sufficient member interest

Scope can be extended to include additional components with associated 
requirements and traceability as determined by the safety committee
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Safety Assessment & Certification Plan

Phase 1 - Concept Phase

Approval of the overall plans and 
strategy, scope and high level 
requirements & architecture

Phase 2 - Detailed Phase

Filling the gaps:
● Completeness of requirements
● Safety Analysis
● Traceability
● Verification & Test Coverage



Status in 2025

• Coding Guidelines established based on 
MISRA rules and applied

• Static Analysis tooling to check for 
adherence to Guidelines selected for 
future contributions

• Reference Requirements and 
Traceability started in the code base

• Automatic human readable 
documentation of requirements from 
StrictDoc rules is available

• Formal concept approval for Phase 1 
is complete … on to Phase 2



Phase 2: Progress to date

Source: Anas Nashif, Zephyr TSC Chair, 
with assistance from Claude
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Phase 2:  Progress to Date

Source: https://kartben.github.io/spdx3_viz/#s=zephyr-experimental

https://kartben.github.io/spdx3_viz/#s=zephyr-experimental
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Challenges on the Horizon?



2026: Do you feel the Zephyr Project is able to provide effective documentation?

2025
73% Positive
13% Neutral
14% Negative

2024
70% Positive
16% Neutral
14% Negative

2023
63% Positive
17% Neutral
20% Negative

78% Positive
15% Neutral
  7% Negative

Source: 2026 Zephyr Developer Survey Results

https://docs.google.com/presentation/d/1osD1s7iSIvmmjQQqBc2PLGK-sN5jkhHu6L12uf4nsQg/edit?slide=id.g12ac2ffd923_0_96#slide=id.g12ac2ffd923_0_96


© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.



© 2026 The Zephyr Project — Content made available under CC BY-SA 4.0.

Thank you to the Zephyr community 
of developers for the excellent 
technical work you've contributed to 
the project over the last 10 years! 




