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Relying Party (RP) Client Authenticator

● Creates crypto challenge etc.
● Stores public keys
● Verifies login
● 🤨 Declares RP ID

● “Forwards” messages ↔
● 🤨 Gatekeeper

● Creates & stores keys
● Signs challenge
● Performs 2nd factor
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Cross-Device Authentication
(CDA)
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Resistance against phishing

• Server declares its Relying Party ID (RPID, usually the website’s domain or superdomain)

• Browser checks if current origin matches that RPID

• Authenticator ignores credentials that belong to other RPIDs

• ‼ RP verifies origin (provided by client, signed by authenticator)

→ Users cannot use credentials on unintended (= phishing) websites!
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Image is AI generated
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User can visually verify 
connection
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Image is AI generated
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Is this magic?
Can we mess with it?
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What WebAuthn specifies

● Client and Authenticator must exchange certain information

● Authenticator must be able to execute user verification

● The how is “intentionally unspecified” and “outside the scope of this specification”
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Client To Authenticator Protocol (CTAP)

● Only applies to Cross-Device Authentication

● Application level (what)

○ Many messages mirror WebAuthn (e.g. authenticatorGetAssertion)

○ Additional messages for implementing other requirements

● Transport level (how)

○ Specifies encoding

○ Ensures correct devices are communicating with each other

○ Transports*: USB, NFC, Bluetooth Low Energy (BLE)

➢ Guarantees physical proximity

Image is AI generated
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Re-inventing QR-initiated Hybrid Transport
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Re-inventing QR-initiated Hybrid Transport
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Re-inventing QR-initiated Hybrid Transport

Image: J.J. at the English-language Wikipedia

I’ll pretend to be 

the client through 

the Tunnel Server!
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Re-inventing QR-initiated Hybrid Transport
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Re-inventing QR-initiated Hybrid Transport
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Re-inventing QR-initiated Hybrid Transport
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Re-inventing QR-initiated Hybrid Transport

Image: J.J. at the English-language Wikipedia

I’ll place a BLE 

beacon & listen to 

advert as well!
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Re-inventing QR-initiated Hybrid Transport
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QR-initiated Hybrid Transport as per CTAP

● … and much more

○ Tunnel Server negotiation

○ Encryption of tunnelled messages

○ Info for UI tweaks
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Live Demo 🤞
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https://docs.google.com/file/d/1SuOS9NuxgBzJ4boqX4mF1WW5lJG7cf93/preview
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Threat Model

● Victim must be tricked into not noticing

○ Spear phishing attack & fake website

○ Fake authentication UI (usually rendered by browser, not website!)

○ Forced QR-initiated CDA

● Attack requires user interaction (open phishing page, scan QR code, complete authentication)

● Attacker must have device within BLE range of victim while the victim’s trying to authenticate

● Successful attack → attacker gains session token
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You should care if you…

● … support passkeys for authentication

● … expect highly motivated and technically skilled attackers

● … expect attackers that can get within BLE range (up to ~100m) of users (e.g. parked in front of office, 

travelling on the same train)
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Can RPs prohibit QR-initiated CDA?

Relying Party (RP) Client Authenticator

59



PHISHING FOR PASSKEYS

Can RPs prohibit QR-initiated CDA?

Based on CTAP

• Relying party is not involved at all

→ ❌

Based on WebAuthn

→ 👀👉👈
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Can RPs prohibit QR-initiated CDA?

Based on CTAP

• Relying party is not involved at all

→ ❌

Based on WebAuthn

• Relying Party can ask client to not allow certain 

transports (e.g. BLE)

• Client specifies authenticator attachment in 

response (e.g. cross-platform)

• Insufficient integrity protection 🫠
→ ❌
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https://denniskniep.github.io/posts/14-fido-cross-device-phishing/
https://github.com/w3c/webauthn/issues/2349 65
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Other prevention methods

● More layers of authentication (e.g. identity managed devices)

● Improve WebAuthn & CTAP

○ Cryptographically protect properties regarding authenticator attachment & transport

○ Not possible short-term

○ W3C seems to consider this outside WebAuthn’s threat model

● Educate users

○ Attackers need to force QR-initiated CDA

○ Browsers can render UI in positions unavailable to websites (outside of the website’s rectangle)

○ Relying on user vigilance has proven ineffective (see phishing in general)
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Conclusion

● Passkeys are still resistant to regular phishing

● Depending on threat model, passkeys may be vulnerable to spear phishing attacks

● Phishing site can imitate other websites than its target

● QR-initiated CDA cannot be prohibited directly by relying parties

● Protection measures are more involved (e.g. adding more authentication layers)
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https://docs.google.com/file/d/1H1BuJpGEcO17yBOM2nqdj5kOqjLmdjN2/preview
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