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AGENDA
1. INTRODUCTION:

- What is an SBOM and why it matters
- What is the OWASP CycloneDX project
- Brief introduction to the CycloneDX JSON/XML format
- The missing piece: an actionable visualization tool for CycloneDX files

 
2. OWASP CYCLONEDX SUNSHINE

- Sunshine to the rescue: visualize a CycloneDX file in an interactive and human-friendly way
- Sunburst chart with dependencies, licenses and vulnerabilities
- Table with dependencies, licenses and vulnerabilities

- Data enrichment with EPSS and CISA KEV
        - Chart refocus to see only dependencies and vulnerabilities of a single component (with live demo)

3. WHAT’S NEW
- Advanced filters
- Identify and analyse n-tier dependencies within the SBOM
- "Query my SBOM" functionality AKA how to literally query your SBOM in SQL
- "Chat with my SBOM" functionality AKA how to get information from your SBOM in a convenient conversational way

 
4. WHAT’S NEXT

- Additional features?
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The acronym SBOM stands for Software Bill of Materials, and it 
comes from the more general concept of a BOM, which stands for Bill 
of Materials.

Origin of "BOM" (Since around the 1960s)
•In manufacturing, a Bill of Materials is a comprehensive list of raw 
materials, parts, and components needed to build a physical product 
(like a car or a computer).  

•It helps manufacturers understand what’s inside a product and 
manage sourcing, costs, and quality.

SBOM (Since around the early 2000s)
An SBOM is a formal, machine-readable inventory of all software 
components (libraries, packages, frameworks) and related 
dependencies included in a software product.
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U.S. EO 14028 (2021)
It mandates that software vendors 
"shall provide a Software Bill of 
Materials (SBOM)" as part of 
federal procurement requirements.

EU Cyber Resilience Act (2024)
Software and connected device 
manufacturers must maintain a 
technical documentation file that 
includes "information about 
components used". 

It means that manufacturers are 
expected to document third-party 
components, their vulnerabilities, 
and secure lifecycle practices, if 
they intend to sell such type of 
products within the European 
Union.
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The OWASP CycloneDX Project is an open-source standard and ecosystem focused on creating, 

consuming, and automating Software Bill of Materials (SBOMs) to support cybersecurity, 

software supply chain risk management, and compliance.

It’s part of the broader OWASP (Open Worldwide Application Security Project) community, and it’s 

specifically designed to help developers, security teams, and organizations understand and 

secure what's inside their software.

https://cyclonedx.org/ 
https://cyclonedx.org/tool-center/

https://cyclonedx.org/
https://cyclonedx.org/tool-center/
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Example of VEX-related 
information:
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Ever looked at a 
CycloneDX file and 
thought… there’s gotta be 
a better way to read this?
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GitHub Repository
https://github.com/CycloneDX/Sunshine/ 

Sunshine to the rescue!
Sunshine makes our SBOM interactive and easier to read FOR HUMANS.

https://github.com/CycloneDX/Sunshine/
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CLI Version

# Advanced options
-e, --enrich                            enrich CVEs with EPSS and CISA KEV
-k, --only-in-cisa-kev                  show only vulnerabilities in CISA KEV
-cs, --only-critical-severity           show only vulnerabilities with critical severity
-hs, --only-high-severity-or-above      show only vulnerabilities with high severity or above
-ms, --only-medium-severity-or-above    show only vulnerabilities with medium severity or above
-ls, --only-low-severity-or-above       show only vulnerabilities with low severity or above
-c, --min-cvss MIN_CVSS                 show only vulnerabilities with score equal to or greater than the selected
    value, which can be in rage 0.0-10.0
-p, --min-epss MIN_EPSS                 show only vulnerabilities with EPSS equal to or greater than the selected 

   value, which can be in rage 0.00-1.00
-n, --no-segment-limit                  prevent the automatic conversion of charts with many segments 

       into still images
-nl, --no-logo                          prevent the display of the banner logo on startup

# Setup
git clone https://github.com/CycloneDX/Sunshine.git
cd Sunshine
python3 -m venv venv
source venv/bin/activate

pip3 install -r requirements.txt

# Basic usage without data enrichment
python sunshine.py -i your-input.json -o your-output.html

# Basic usage with EPSS and CISA KEV data enrichment
python sunshine.py -i your-input.json -o your-output.html -e
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Web Version - online

• visit the URL:  https://cyclonedx.github.io/Sunshine/

• use Sunshine directly in your browser:

o upload your SBOM in json format;

o get the results on a web page.

# Setup
git clone https://github.com/CycloneDX/Sunshine.git
cd Sunshine
python3 -m venv venv
source venv/bin/activate

pip3 install -r requirements.txt

# Execution
python3 -m http.server 8000

Then, just open a browser at URL http://127.0.0.1:8000  

Web Version – local server

https://cyclonedx.github.io/Sunshine/
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Sunshine Capabilities

Privacy 
First
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Practical applications at this point

• Sunshine's output can be used by pentesters as input for their activities

o offensive perspective

• Sunshine's output can be used as a support for internal analysis

o defensive perspective
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DEMO TIME!
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1. We generate one or more SBOMs in CycloneDX format.

2. If necessary, merge multiple SBOMs using a dedicated tool such as CycloneDX Merge:

https://cyclonedx.github.io/cyclonedx-web-tool/merge

3. Sunshine performs an integrity check and, if necessary, carries out recovery:

- automatic recovery of missing bom-refs

- automatic recovery of broken dependency references

- circular dependencies detection

4. An interactive dependency diagram and components/vulnerabilities tables are generated

Sunshine workflow

https://cyclonedx.github.io/cyclonedx-web-tool/merge
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Dependency diagram

The colors of the segments indicate the vulnerability status of the components:

• Dark red: affected by at least one critical severity vulnerability.

• Red: affected by at least one high severity vulnerability.

• Orange: affected by at least one medium severity vulnerability.

• Yellow: affected by at least one low severity vulnerability.

• Green: affected by at least one informational severity vulnerability.

• Light blue: not directly affected by vulnerabilities but has at least one 

vulnerable dependency.

• Grey: neither the component nor its dependencies are affected by any 

vulnerabilities.

A real snapshot of the current state of the software

(the original SBOM contained 29,000 lines)
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The chart is interactive:

∙ Hovering: displays details about a component, 

including its name, version, and list of 

vulnerabilities.

∙ Clicking: refocuses the chart. The clicked 

segment becomes the center (second innermost 

circle), showing only that component and its 

dependencies. In this view, the innermost circle 

is always blue. Clicking the blue circle navigates 

back up one level in the dependency hierarchy. 

Dependency diagram
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Components table
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Vulnerabilities table
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Advanced filters
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Query my SBOM
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Chat with my SBOM
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Your SBOM details never leave your browser!

● One code base to rule them all:

○ CLI version → 100% python

○ Web UI version → HTML+JS that executes the very same python script used in the CLI 

version inside the user’s browser, leveraging Pyodide

● Interactive charts → Apache ECharts

● Interactive tables → DataTables

● Data enrichment → Grouped data retrieved from:

○ https://lucacapacci.github.io/cisa_kev

○ https://github.com/lucacapacci/epss 

● SQL query engine → DuckDB Wasm

● Chatbot → WebLLM

Privacy first architecture

https://lucacapacci.github.io/cisa_kev/
https://github.com/lucacapacci/epss
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One code base to rule them all
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Data enrichment
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Chatbot

● In-browser language model inference engine → WebLLM

○ Lightweight model: Qwen2-1.5B-Instruct-q4f16_1-MLC

○ Low temperature 

● In-browser SQL query engine → DuckDB Wasm
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Chat with my SBOM - example #1  

Question-to-SQL-query converter
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Chat with my SBOM - example #1  

Summarizer
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Chat with my SBOM - example #2  

Question-to-SQL-query converter
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Chat with my SBOM - example #2  

Summarizer
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What’s next?
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What’s next?

You can already try by copying any text containing CVEs and pasting it to: 
https://vinthub.pages.dev/



OWASP CYCLONEDX SUNSHINE: 
SEE CYCLONEDX SBOMS COME TO 
LIFE AND CHAT WITH THEM

Questions?

Suggestions?

https://xkcd.com/246/

Luca Capacci
luca.capacci@gmail.com

Mattia Fierro
fierro.mattia@gmail.com




