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Keep It Between Us: 
Manipulating Humans for Better 
AppSec (Ethically)
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Requirements, 

roadmap defined

Can a good engineer get you 

from A to B?
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If you know some 

tricks…

You can do it!



B  =  M + A + P
Behavior Motivation Ability Prompt

BJ Fogg’s Behavior Model
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Motivators - Octalysis Framework for 
Behavioral Design
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Prompts
succeed here

Prompts
fail here

Lack of ability makes 

Prompts seem frustrating

Prompts are perceived as 

annoying and distracting

B  =  M + A + P
Behaviour Motivation Ability Prompt



With some reinforcement, behaviour 

will become a Habit



Cue Craving

Reward Response

1 2

34

Charles Duhigg’s Habit Loop



Cue
(Trigger)

Craving 
(Motivation)

Response 
(Behavior)

Reward (Reinforcement)

The dependency scanner 
posts an alert about a 
vulnerable library version 
in the project’s 
repository.

The developer wants a 
clean, “green” build 
status and to keep the 
team’s security 
dashboard free of open 
vulnerabilities.

The developer updates 
the vulnerable 
dependency, runs tests, 
and commits the fix as 
part of the normal sprint 
workflow.

The alert disappears, the 
CI/CD pipeline turns 
green, and the security 
dashboard shows 
progress - giving a small 
sense of accomplishment 
and recognition from the 
team.

Charles Duhigg’s Habit Loop



Cue
(Trigger)

Craving 
(Motivation)

Response 
(Behavior)

Reward (Reinforcement)

The dependency scanner 
posts an alert about a 
vulnerable library version 
in the project’s 
repository.

(no feeling discomfort) The developer updates 
the vulnerable 
dependency, runs tests, 
and commits the fix as 
part of the normal sprint 
workflow.

(no recognition)

Charles Duhigg’s Habit Loop



How to create a 
Good Habit?

The 1st Law (Cue) Make it obvious

The 2st Law (Craving) Make it attractive

The 3st Law (Response) Make it easy

The 4st Law (Reward) Make it satisfying



How to create a 
Bad Habit?

Inversion of the 1st Law (Cue) Make it invisible

Inversion of the 2st Law (Craving) Make it unattractive

Inversion of the 3st Law (Response) Make it difficult

Inversion of the 4st Law (Reward) Make it unsatisfying



The invisible

The secret, evil plan

to convert activities 

into habits

The visible

Whitepapers, Policies, 

Documentation, 

Announcements

Implementation
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