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INTRODUCTION:
THE PARADOX — PENTESTING VS
REALITY
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Security Vulnerabilities Emerge Over Time

Threat Model
Completed

Secure Code

> g @) @

7

Penetration Test

>

No Critical

| &5 Current Security

Account
Takeover

Data Exposure

Privilege
Escalation

Financial Fraud

Security Sign-off

Later Security Issues

Initial Security

WHAT OUR PEN TESTS NEVER FOU
AND HOW ATTACKERS DID

Pen Test Expectations and Deliverables

expect a pen 1est

authentication?

Deliverable: Report

A report that answers
the guestion: \'Is this
application secure

enough to deploy "
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Common Assumptions Built Into Pentesting

Every Pen Test Has
Assumptions

Every Pen Test Has
Assumptions

{

Architectural
Assumptions

Architectural

Scope Assumptions User Assumptions

User Assumptions

Scope Assumptions

Assumptions

{ J ( J { !

Only listed assets Certain Third-party Standard user Expected Normal business Trust boundaries Services behave Integrations
are tested environments are integrations may roles workflows processes remain intact as designed enforce controls
excluded be out-of-scope correctly
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The Reality of How Organizations Measure Pen Test

Time-Boxed Engagements Success -

Why "No Critical/High Findings" Creates

Common Metrics
False Confidence?

Pentest Timeline * Number of Critical finding

* Number of High findings "No Critical/High Findings" Does Not
* OWASP Top 10 coverage Mean
Remediation closure rate > No attack paths exist

Compliance requirements met 3 No business abuse exists

XX No trust assumptions can fail
X No authorization gaps exist
X No architectural weaknesses exist

The Problem
Total Duration: 1-4 Weeks Security becomes: It Means
Finding Count = Risk No critical vulnerabilities were
Attacker Timeline: identified within the tested scope and
Weeks - Months - Years timeframe
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FAILURE STORY:

WHAT WAS NEVER REPORTED

&

THE 4 BLIND SPOTS (Vulnerability
Classes That Pen Tests Commonly
Miss)
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Failure Story

WHAT OUR PEN TESTS NEVER FOUR
AND HOW ATTACKERS DID

Workflow Abuse Leading to Privilege Escalation

‘ Legitimate User Creation

A new user registers on the
platform

User Registration g

Refund gm—— 3 N
The user requests and receives a

refund

o——1 4 | & Store Credit
The refund is converted into store
credit

~7 Business Impact
Privilege Escalation o
The user leverages store credit to
gain unauthorized privileges

Failure Story - No Vulnerability Required

In this scenario:

* Every step was legitimate

* Every APl behaved correctly
* No control "failed”

Yet business impact occurred.

Lesson: Workflow abuse is not always vulnerability
abuse.
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Business Logic Testing

i N - 9 il X - Y
Feature A + Feature A Feature B Feokture C
B + C Tested Tested Tested Tested
No tests covered Individually Individually Individually
combined feature Feature A wos Feature B was Feature C was
logic. tested on its tested on its tested on its
0%
e _J e

Testing features individually missed critical interactions.
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The application is
exploited by abusing
its business logic.

Logic and Design Flaws

=(2)

Missing Assumption
Invariants Mismatches

The application lacks The application's

essential invariants, = assumptions do not
leading to align with real-world

unexpected behavior. conditions.

Workflow
Manipulation

The application's
workflow is
manipulated to
achieve unintended
outcomes.

Logic and Design

Flaws

Logic and Design Flaws in Applications
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Auvthorization Hidden Inside
Workflows

> o hi I
% Stoate Changes Ch':":;: P

Workflow
Transitions

J

Auvthorization
Failure
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S Authorization Failures

Hidden in State

&
Authorization Failures: Beyond Direct Access

Common Patterns
Traditional Testing Asks:
v/ Can User A access User B's resource?
e
T: ::', H S | | = _
Attackers Ask: ‘ e e o | MuIT;Step
v/ Can User A become User B indirectly? i L Depengencies
v/ Can permissions evolve unexpectedly? ﬂ -;-.uthor‘{zaml-j_ )
v/ What happens during state changes? T e
(Y N /Dy ) AR ¥ W WA §)
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Unveiling Architectural Trust Assumptions

API-to-Network
Trust
Internal APIs trust

requests from specific
network locations.

Backend-to- USs1

Service-to-Service Gateway Trust

Trust
Backend trusts the
Service B trusts Service A Gatewoy for request
implicitly. hondling.

10
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Pen Tests See Endpoints

Example:
Typical Architecture:

Nobody Actually Did
Browser

No one actually performed
the validation.

API Gateway

Everyone assumes
someone else validated
security.

Internal Network is
Service A Safe

Internal network is
assumed to be protected.

Service B

Trust Boundary &
Integration Failures

Trust Boundary

Failures

Attackers See Systems

=)

WHAT OUR PEN TESTS NEVER FOU
AND HOW ATTACKERS DID

Gateway Validates
JWTs

Gateway checks JWTs for
validity.

Service A checks
authorization for access.

Internal APls are
Trusted

Internal APls are assumed
to be secure.

16
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Blind Spot #4:
State-Specific
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State-Specific Behavior
State-Specific Application Behavior

i 3
— Initial State New Behavior
Application in its Application exhibits
. . starting state different behavior
Description
Application l l . ) :-;- -_ .
Behavior Change behavior changes S
based on state
2 e
Draft, Submitted
Examples Approved -
—
Appear after {
Attack Paths state transitions
State Transition Attack Path
5 Current state, Application moves to Attack path appears
TeSt'“E’l Focus not future stake a new state in new state
e J

11
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Feature Flags

Debug Endpoints

Emergency Access
Paths

Legacy APls

Admin Workflows

Migration Utilities

Support Functions

JUN

25-26

%

Examples

Environment-Specific
Weaknesses

WHAT OUR PEN TESTS NEVER FOUNE
AND HOW ATTACKERS DID

Environment-Specific Weaknesses: Hidden Dangers in Production

> ]

Features not recorded in
documentation

Disabled Testing Features

Features disabled during testing
phase

Production Weaknesses

Visible vulnerabilities in production

Out-of-Scope Testing

Testing not covering all production
aspects

Post-Deployment Features

Features appearing after initial
deployment 1 7
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HOW ATTACKERS ACTUALLY FOUND
THEM?
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WECITS

v ey

Chaining Low-
Beverity Findings

Livineg-0ff-The-

m & P icatian

How Attackers Discover
These Paths?

Lavaraging Normal
Lizar Behaviar

- Dhse r'f.'in!:_| systam
Rehavior

Thenced Workfows

Ml Capihiting
Wulneratlifties

Turting Thillerencoes

i=ra Conditions
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WECITS

WHY CONVENTIONAL TESTING
MISSES THESE VULNERABILITIES?
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S— The Common Answers
e for the “Why?”

Why did a security incident occur despite a strong security posture?

Unforeseen Vulnerability

@ A vulnerability was missed during the threat model and
pen test.

Human Error
— 30

q An employee made a mistake that led to the incident.

Sophisticated Attack
— 8,
The attack was advanced and bypassed existing
defenses.
Inadequate Policies
— D
Existing security policies were insufficient to prevent the

incident.

13
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The 4 Blind Spots: Security Testing Pitfalls
Because:

Pen-testing Is Optimized
For: Minimal Adversarial Modelling
/ F|nd|ng VUInerabi"tieS Failing to simulate real-world attacks

can result in inadeguate security

v/ Validating controls measures.
v~ Working within scope TF

v Producing actionable ﬂ El
reports

Over-reliance on OWASP Top 10
Focusing solely on the OWASP Top
10 can |lead to neglecting other
critical vulnerabilities.

Attackers Are Optimized

For:

v Achieving objectives @:}D

v Finding pathways T

v/ Breaking assumptions ows o

/ Creating impact Understanding the applicatior's e e enre e oo
architecture and trust boundaries is e i - n

) A ) ; miss complex attack vectors.
crucial for effective security testing.

21
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vulnerabilities.

* OWASP Top 10 is fundamentally a list of
vulnerability categories.

 Attackers don't organize attacks
according to vulnerability categories.

* They organize attacks according to
objectives.

For example:
* An attacker wants:

* Data access

* Financial gain

* Privilege escalation
* The path may involve:

* Business logic

* Workflow abuse

* Trust assumptions
*  None of which npa’rly fit a Top 10 category

_ Over-Reliance on OWASP
| Top 10 Coverage

Focusing solely on the OWASP Top 10 can lead to neglecting other critical

Dabo Accoss =

Unaukbkorized
rakriawal of
informatian

Finoncial Guodn =

!-'-:-:.I::..:ur'-;_'_-, sy slases fear
prl_ll‘-[

Privileae =
Ezcalation

-:';:n:-.inir'.g, Alevabad
systam per stlssions

L )

Strateaic Attock Objectives

WHAT OUR PEN TESTS NEVER FO
AND HOW ATTACKERS DID

r—~ Business Logic
Manipulating

intendad application
flow

— Warkflows Abuse

Exmlait A SEGUERNEES
of oparations

— Trust
Arssumplions

Leveraging misplacad
systess confidance

22
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Testing Endpoints

WHAT OUR PEN TESTS NEVER FO
AND HOW ATTACKERS DID

Instead of Flows

Testing individual endpoints without considering the entire user flow can miss
complex attack vectors.

* This is probably the biggest blind spot.

* Many assessments evaluate endpoints independently. .
» Individually, everything looks fine. Attacker's Executions
* But attackers don't execute endpoints in isolation.
* They execute workflows.

* The vulnerability often exists between endpoints, not inside Exeoute endpoints i
+| workflows
LIS,

Find weaknesses

Endpoint Security Assessment between endpolnts
Endpoint Name Security Status
Secure
Secure Endpoint 1 Endpoint 2
i 0Q Endpoint Vulnerabilities
Qo Transfer Ownership API Secure Blindspot in Workflow 93
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Missing Architectural
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Context

Understanding the application's architecture and trust boundaries is crucial
for effective security testing.

This becomes especially important in modern

architectures: /
* Microservices
* Partner integrations /
* APl gateways

* ldentity providers
* Service meshes

A tester may see: Eff_%

Endpoint — Response
An attacker sees:

System = Trust Relationships - Impact ( Missing Context Leads to Security Breaches 1
Many compromises occur because of assumptions: Attacker View Compromises
* Gateway validates authorization
 Internal API is trusted il bl i

* Service identity cannot be spoofed

When I el At 24
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Modeling

Pentester vs. Attacker Mindset *

)
Failing to simulate real-world attacks can result

in inadequate security measures.

We test:

if | can’t exploit this, what can | exploit

next? "What vulnerabilities exist?"

We rarely test:
"What would an attacker try next?"

Vulnerability —

Assessment Lateral Movement
. . P
Identify potential ~ Navigate toward
O\r;‘;o @ secondary targets.

system weaknesses.

Exploit Threat Chaining

Verification Adversarial Modelin g Link exploits for deeper
access.

Validate existing . . . v -
P —— Focuses on exploitation Emphasizes chain exploitation
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WHAT CHANGED: MAKING TESTING
ADVERSARY-AWARE
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@)ownse GLOBAL AppSes S _ From Vulnerability Testing to

Before Afte “
a’% r@@ Example:
"Can this control be bypassed?” - "Can this objective be achieved?" i
Focuses on bypassing controls, Emphasizes achieving objectives
potentially overlooking achievable through abuse cases and pen
objectives. testing.
Approval Workflow  Attempt state-
[ Threat Model } Threat Model Abuse transition bypass
| | Shared Resource  Test privilege
a . . .
Ownership inheritance
: Abuse Case
Documentatio ) ,
: Validate gateway
n Internal Service bvpass
@ ( | U aigum tions
Test Cases P
g Verify access after

Feature Flag Risk

)
>
=
®)
=
<
(¢>)

~—

feature activation

Pen-test }

27
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1. Test State

Transitions, Not Just Attack Paths

Testing complete Ensuring secure
States workflows for movement between

Can users move vulnerabilities application states
between states
securely?

State Transitions

4. Use Runtime Reality
Logs

Incidents

Near Misses
Production Learnings

2. Map Trust
Boundaries Explicitly
Where is

authentication? . Runtime Reality
Where is authorization? | 2 Build Attack Paths incorparatingrecvorl
Who trusts whom? Test workflows e o tesne

Not individual endpoints

Clearly defining
authentication and
authorization points

3. Add Abuse Cases
"What could a

malicious user do?"
N ot | :

Abuse Cases

Identifying and testing 28
malicious user actions
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TOOLS & TECHNIQUES
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Authorization
Matrix Validation
Validate the authorization

matrix to ensure proper
access control.

Manually explore the API
to find vulnerabilities.

Practical Techniques To

WHAT OUR PEN TESTS NEVER FOUNE
AND HOW ATTACKERS DID

Change Our Testing

3
Al

Threat Modeling
Artifacts

Use threat modeling
artifacts as input for o

testing.
OO0

Attack Path
Reconstruction

- Reconstruct attack paths
\ || based on log data.

o
A

|| Lightweight
Automation

Automate flow validation
— _ with lightweight tools. 30
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a
Manual API Exploration What workflows exist beyond the UI?
Authorization Matrix Validation Who can do what, and when?
Threat Models as Test Inputs What attack paths should be tested?
Attack Path Reconstruction How did the attacker actually move?

Can dangerous workflows be detected

Flow Validation Automation
repeatedly?

31
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==_ MINI-INTERACTIVE EXER

o axmaimEy

Features Security Review

v Register Account v Pen Test Completed
v’ Buy Flight Ticket v’ No Critical Findings
v Upgrade Ticket

v Generate Boarding Pass QR
v/ Cancel Ticket
v/ Request Refund

Goal - Gain access to the premium lounge without paying for lounge
access.
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CONCLUSION

* Penetration testing remains one of the most valuable
security activities we perform.

* The challenge is not that penetration tests fail. The
challenge is that attackers are solving a different
problem.

«  While we validate vulnerabilities, attackers search for
outcomes. The gap between those two perspectives is
where many real-world compromises occur.

* The goalis not to replace penetration testing. The goal
is to make testing more adversary-aware by validating
attack paths, trust assumptions, and business
workflows before attackers do.
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A Clean Pen Test Report Is Not a Attackers Exploit Paths, Not Make Testing Adversary-Aware
Security Guarantee Findings
Before your next penetration test, ask:

A penetration test answers: Critical incidents often emerge from: *  What are our critical business
"What vulnerabilities did we find?" * Multiple low-severity issues workflows?
Attackers ask: * Legitimate business workflows *  Where do permissions change?
"What outcome can | achieve?” * Trust boundary failures *  What trust assumptions exist?

 State-transition abuse * How could these actions be chained
Many successful attacks exploit together?
workflows, permissions, and The individual findings may look The most valuable test cases often come
assumptions rather than harmless. from threat models, architecture reviews,
traditional vulnerabilities. The attack path is where the real incidents, and abuse scenarios—not

risk exists. vulnerability lists alone. 35
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