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From Maturity to 
Mastery: Accelerating 
Software Security with 
OWASP SAMM
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Software
Assurance
Maturity
Model

Measurable
Defined maturity levels across 
business practices

Actionable
Clear pathways for improving 
maturity levels

Versatile
Technology, process, and 
organization agnostic

Introduction to SAMM
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● Evaluate existing practices
● Gap analysis
● Build a balanced 

improvement program
● Demonstrate improvements
● M&A assessments
● Negotiate cheaper 

cybersecurity premiums

Scorecards
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Maturity level Software Dependencies

Level 1: Ad-hoc provisioning Create records with Bill of Materials of your applications 
and opportunistically analyze these.

Level 2: Effectiveness and efficiency Evaluate used dependencies and ensure timely reaction to 
situations posing risk to your applications.

Level 3: Comprehensive mastery Analyze used dependencies for security issues in a 
comparable way to your own code.

SAMM Stream (Software Dependencies)
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Do you have solid knowledge about dependencies you're relying on?

● No

● Yes, for most or all of them

● Yes, for at least at least half of them

● Yes, for some applications

● You have a current bill of materials for every 
application

● You can quickly find out which applications are 
affected by a particular CVE

● You have analyzed, addressed, and documented 
findings from dependencies at least once in the 
last three months

Software Dependencies



Self-paced OWASP SAMM training
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owaspsamm.thinkific.com/courses/samm

Sponsored by

https://owaspsamm.thinkific.com/courses/samm
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Assessment tools

Spreadsheets
Google Sheets (Google Drive)
Excel (GitHub)

Open SAMMY
Open source, self-hosted solution
https://github.com/OWASP/open-sammy

SAMMWise
Open source, self-hosted solution
https://github.com/owaspsamm/sammwise



SAMM Assessment Guidance
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owaspsamm.org/assessment

SAMM Podcast - Assessment on our YouTube channel

Guidelines and best practices

Podcast

SAMM assessment Drive folder

Example questions

http://owaspsamm.org/resources/mappings
http://owaspsamm.org/assessment
https://www.youtube.com/watch?v=VihUigdBRL0
https://docs.google.com/document/d/1rUsktgsGna65KJPCT91UiOxFRvKdFs0TJxCWN0aa5u4/edit?usp=drive_link
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Mappings to/from other frameworks

● NIST SSDF, NIST CSF 2.0, IEC 62443-4-1, 
BSIMM 14

● Threat Modeling Capabilities
● Microsoft SDL
● OWASP DSOMM

○ https://dsomm.owasp.org/mapping



OpenCRE mapping
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SAMM Benchmarking

How do I compare?
What works for similar organizations? Donate 

SAMM
data sets

owaspsamm.org/benchmarking
brian.glas@owasp.org

https://www.youtube.com/watch?v=zF4k0TXCvGw 

https://www.youtube.com/watch?v=zF4k0TXCvGw
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Project priorities next 12 months

1. Make SAMM fit for AI-assisted and AI-generated software development

2. Position SAMM as a strong path to CRA-ready secure development

3. Strengthen community engagement, visibility, and feedback loops
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Community



Questions

or feedback?
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