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Introduction to SAMM

Software
Assurance
Maturity
Model

Measurable

Defined maturity levels across
business practices

Actionable

Clear pathways for improving
maturity levels

Versatile

Technology, process, and
organization agnostic



Governance

Design

Implementation

Verification

Operations

Architecture

Strategy and Metrics Threat Assessment Secure Build Incident Management
Assessment
Createand | Measure and Application Threat Build Software Architecture | Architecture Incident Incident
promote improve risk profile modeling process dependencies validation mitigation detection response

Stream A Stream B

Stream A Stream B

Stream A Stream B

Stream A Stream B

Policy and Compliance

Security Requirements

Secure Deployment

Requirements-driven

Environment

Testing Management
Policy & Compliance Software Supplier Deployment Secret Control Misuse/abuse Configuration | Patch and
standards | management requirements security process management verification testing hardening update

Stream A Stream B

Stream A Stream B

Stream A Stream B

Education and . : ‘ Operational
. Secure Architecture Defect Management Security Testing P
Guidance Management
Training and | Organization Architecture | Technology Defect Metrics and Scalable Deep Data Legacy
awareness and culture design management tracking feedback baseline understanding protection | management

Stream A Stream B

Stream A Stream B

Stream A Stream B

Stream A Stream B

Stream A Stream B




Scorecards

e Evaluate existing practices
Gap analysis

e Build a balanced
improvement program

e Demonstrate improvements
M&A assessments

e Negotiate cheaper
cybersecurity premiums

Validated scores per business function

@
| @ I
Design

Implementation Verification

Historic growth per business function

I Governance [ Design Implementation [l Verification
I Overations
3.0

2.5 e OO
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1.5 0
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SAMM Stream (Software Dependencies)

Level 1: Ad-hoc provisioning Create records with Bill of Materials of your applications
and opportunistically analyze these.

Level 2: Effectiveness and efficiency | Evaluate used dependencies and ensure timely reaction to
situations posing risk to your applications.

Level 3: Comprehensive mastery Analyze used dependencies for security issues in a
comparable way to your own code.

__OWASP

e

S M owaspsamm.org

\\



Software Dependencies

Do you have solid knowledge about dependencies you're relying on?

I

e No e You have a current bill of materials for every
application
e Yes, for some applications e You can quickly find out which applications are

affected by a particular CVE

e You have analyzed, addressed, and documented
findings from dependencies at least once in the
last three months

e Yes, for at least at least half of them

e Yes, for most or all of them

M owaspsamm.org




Self-paced OWASP SAMM training

OWASP SAMM

o

About this course

Free
79 lessons Sponsored by
5 hours of video content


https://owaspsamm.thinkific.com/courses/samm

Assessment tools

Spreadsheets

Google Sheets (Google Drive)
Excel (GitHub)

AAA

SAMMWise

Open source, self-hosted solution
https://github.com/owaspsamm/sammwise

Open SAMMY

Open source, self-hosted solution
https://github.com/OWASP/open-sammy




SAMM Assessment Guidance

Guidelines and best practices

owaspsamm.org/assessment

Example questions

SAMM assessment Drive folder

Podcast

SAMM Podcast - Assessment on our YouTube channel

owaspsamm.org



http://owaspsamm.org/resources/mappings
http://owaspsamm.org/assessment
https://www.youtube.com/watch?v=VihUigdBRL0
https://docs.google.com/document/d/1rUsktgsGna65KJPCT91UiOxFRvKdFs0TJxCWN0aa5u4/edit?usp=drive_link

Mappings to/from other fFrameworks

e NIST SSDF, NIST CSF 2.0, IEC 62443-4-1,
BSIMM 14

e Threat Modeling Capabilities

e Microsoft SDL

e OWASP DSOMM

o https://dsomm.owasp.org/mapping




OpenCRE mapping

O OpenCRE Home Browse OpenCRE Chat Map Analysis _ Q Search

Describe high-level system architecture and perform threat modeling on it every critical change and regularly
CRE: 068-102

Which is linked to sources:

e Standard:

Standard:

Standard:
Standard :
Standard:
Standard:
Standard:
Standard :
Standard:

Standard :

Standard:

Standard:

Standard:

Standard:

Standard :

Standard :

ASVS: V1.1.5: Verify definition and security analysis of the application's high-level architecture and all connected remote services. [

CWE:1059 £

DevSecOps Maturity Model (DSOMM) : 02929c3e-ab9a-4206-8761-adf84b74622e : Design : Creation of advanced abuse stories [

DevSecOps Maturity Model (DSOMM) : 47419324-e263-415b-815d-e7161b6b905e : Design : Conduction of simple threat modeling on technical level
DevSecOps Maturity Model (DSOMM) : 48f97f31-931c-46eb-9b3e-e2fec0cd0426 : Design : Conduction of simple threat modeling on business level
DevSecOps Maturity Model (DSOMM) : ae22dafd-bcdé-41ee-ba01-8b7feéfclad9 : Design : Conduction of advanced threat modeling ('

DevSecOps Maturity Model (DSOMM) : bacf85b6-5bc0-405d-b5ba-a5d971467cc1 : Design : Creation of simple abuse stories [

DevSecOps Maturity Model (DSOMM) : dd5ed7c1-bdbf-400f-b75f-6d3953a1a04e : Design : Creation of threat modeling processes and standards £

DevSecOps Maturity Model (DSOMM) : f88d1b17-3d7d-4c3d-8139-ad44fc4942d4 : Education and Guidance : Regular security training of security champions (7'

NIST 800-53 v5 : SC-31 Covert Channel Analysis [

NIST SSDF : PW.1.1: Use forms of risk modeling - such as threat modeling, attack modeling, or attack surface mapping - to help assess the security risk for the software.
OWASP Cheat Sheets : Abuse Case Cheat Sheet [#'

OWASP Cheat Sheets : Attack Surface Analysis Cheat Sheet (£

OWASP Cheat Sheets : Threat Modeling Cheat Sheet [

OWASP Proactive Controls: C1 [

SAMM : D-TA-B: Threat modeling ('

owaspsamm.org




SAMM Benchmarking

How do | compare?
What works for similar organizations?

Donate
SAMM

= > Youlube

data sets

brian.glas@owasp.org
owaspsamm.org/benchmarking

https://www.youtube.com/watch?v=zF4kOTXCvGw

@? M owaspsamm.org


https://www.youtube.com/watch?v=zF4k0TXCvGw

Nov 2025
68 Entries

Geographic Region

Industry

B Global

3 North America
M Europe

| Asia-Pacific

W Latin America

m Multiple

LINY

W Manufacturing

M Retail

M Healthcare

M Government

H Cloud

HloT

m Critical Infrastructure
M Finance

H Other

Assessment Type

M Self-Assessment

m Third-Party Assessment

Company Size

m Large
Medium

W Small

June 2024
25 Entries

Geographic Region

m Global

m North America
m Europe

M Asia-Pacific

W Latin America

Industry

W Multiple
misv
W Manufacturing

B Retail

Assessment Type

W Self-Assessment

M Third-Party Assessment

Company Size

W Large
u Medium

B Small

owaspsamm.org




Nov 2025
68 Entries

SAMM Benchmark

AVG COMPOSITE SCORE

AVG GOVERNANCE SCORE
AVG DESIGN SCORE

AVG IMPLEMENTATION SCORE
AVG VERIFICATION SCORE

AVG OPERATIONS SCORE
I

(Nov 25) 0.00 0.50 1.00 1.50

2.00

|

2.50

3.00

June 2024
25 Entries

SAMM Benchmark June '24

AVG COMPOSITE SCORE

AVG GOVERNANCE SCORE
AVG DESIGN SCORE

AVG IMPLEMENTATION SCORE
AVG VERIFICATION SCORE
AVG OPERATIONS SCORE

(25) g 050 100 150  2.00 250

owaspsamm.org




Nov 2025
68 Entries

Top 5 Security Activities

INCIDENT MANAGEMENT

ENVIRONMENT MANAGEMENT

SECURITY REQUIREMENTS

SECURE DEPLOYMENT

OPERATIONAL MANAGEMENT

“SAMM 3, DSOMM

June 2024
25 Entries

Top 5 Security Activities

INCIDENT MANAGEMENT
SECURITY REQUIREMENTS
ENVIRONMENT MANAGEMENT

SECURE DEPLOYMENT

SECURE ARCHITECTURE d ‘
| |

0.50 1.00 1.50 2.00 2.50

owaspsamm.org



Nov 2025 June 2024
68 Entries 25 Entries

: &z Bottom 5 Security Activities
Bottom 5 Security Activities y

SECURITY TESTING
DEFECT MANAGEMENT STRATEGY & METRICS
THREAT ASSESSMENT

STRATEGY & METRICS
ARCHITECTURE ASSESSMENT

THREAT ASSESSMENT

REQUIREMENTS TESTING d ‘ ’

0.50 1.00 1.50 2.00 2.50

REQUIREMENTS TESTING

ARCHITECTURE ASSESSMENT : ‘ ‘

0.00 0.50 1.00 2.50 3.00

M % DSOMM owaspsamm.org




Project priorities next 12 months

1. Make SAMM fit for Al-assisted and Al-generated software development

2. Position SAMM as a strong path to CRA-ready secure development

3. Strengthen community engagement, visibility, and feedback loops






or Feedback?







