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Part I
Introduction



Vulnerable Malicious
(unintentional) (intentional)





Definitions

Event - something that actually happened

Signal - something that warrants a decision or action

Ceremony - protocol that includes humans alongside computers

System - a set of processes acting as unified whole for a shared
purpose



SBOM is a way
to organize

Signals about
supply chain



Trust Boundaries - I



Trust Boundaries - II



Reflections on Trusting
Trust 

(Ken Thompson, 1984)



State 0 - Golden Image



Part II
Actionable



Imagine Java Dependency Installing RAT at Test Time 



Reflections on Trust in the
Software Supply Chain

by Jeremy Long



Not visible in source code!



Complete technical breakdown: 
https://github.com/relizaio/sbom-diffing-resources/

https://github.com/relizaio/sbom-diffing-resources/


Locate Signal — Know Your Tooling

Tool New dependency New classes in that dep
Class injected into YOUR

output

cdxgen -t jar (12.4.x)

syft

trivy fs

extractcode + scancode

cdxgen ≤12.3.x returns 0 components from a fat JAR without -c — upgrade.
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Dev Team
Selects
SBOM

Gen Tool



Dockerfile.sbom



Sample Diff - cyclonedx-cli output



OSS Diffing Tools - Surfacing Version Changes

cyclonedx-cli v0.32.0
ReARM CE v26.06.5
sbom-tools v0.1.19
sbomdiff v0.6.0
sbom-utility v0.19.0



Diff surfaces Signals that should
trigger further investigations and

actions.

It tells where to look, not necessary
what’s wrong.



Diff Drill Down - jq



Wire into extraction tools and run through
SAST/DAST if Signal confirmed further

I.e., for Java:

jar tf
jdeps
javap
extractcode



C++ Example



What The SBOM Entry Looks Like



What The Diff Looks Like





OSS Diffing Tools - Signals Detected



OSS Diffing Tools - Signals Detected



OSS Diffing Tools - Signals Detected



Part III
Continuous



Change in Dependencies
is an Event



Dependabot and Renovate Anti-patterns



Problems:
1.PR for every top-level dependency
2.Floods with events
3.Only checks latest main



Dependency
Update Must be

a Ceremony



Out of Cadence Dependency
Change becomes a Signal



What to Diff Against?



https://github.com/CycloneDX/transparency-exchange-api/

https://github.com/CycloneDX/transparency-exchange-api/


TEA as SBOM Registry for Diffing



TEA Future: Becoming Distributed Source of
Knowledge about Supply Chain



TL;DR
Generate SBOMs continuously. This
handles the vulnerable. Diff
consecutive SBOMs, and treat
component changes as a Signal to
investigate the malicious.
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