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To prevent timing channels,

OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

e Partition off-core memory caches

e [lush on-core and non-architected state
and pad time on domain switch

For the selL4 OS kernel:

* |mplemented, evaluated empirically

on ARM & x86
See EuroSys: [Ge et al. 2019]

e Ported to RISC-V with hardware support

See arXiv preprint: [Buckley, Sison et al. 2023]
(HW support by [Wistoff et al. 2023])
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e [Flush on-core and non-architected state
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e Forthe selL4 OS kernel:

* |mplemented, evaluated empirically

on ARM & x86
See EuroSys: [Ge et al. 2019] y 4
 Ported to RISC-V with hardware support Toby Murray Gerwin Klein Gernot Heiser

See arXiv preprint: [Buckley, Sison et al. 2023]

(HW support by [Wistoff et al. 2023]) Thanks to funding from
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* This talk (pt I): How do we verify it works? “Flush”: Write fixed content; “Pad”: Wait up to fixed time.
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081’-14 Time protection verification for selL4 O'm'

The plan 2 yearS ago... (presented at seL4 Summit 24)

RISC-V 64
Functional —
Correctness Abstract Model Confidentiality
+
Security . .
Enforcement C implementation

Machine-checked
interactive theorem proving

in Isabelle/HOL
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............. T - : IayE |
TA” CSpec “ « Verify time protection for C implementation

(Isabelle/HOL)

TA

lllllllllllllllllllllllllllllllllllllllllllllllllll

--------------------------------------------------

This changes
> 125 times

 Abstract model (ASpec) tracks dynamic touched addresses (TA) set % '
Many existing proofs rely on nothing changing

° (A) Key ASpec property: TA € domain’s addresses (as per security policy)
THUS, Too many breakages in Alnvs, Access, InfoFlow & beyond... \ mp > 685, after the ones

we already fixed
« (B + C) Refinement: TA” ¢ TA' € TA? (via ExecSpec) /
ExecSpec, CSpec access new addresses + 2?7 at lower levels!

oo}
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New approach & progress so far O

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

selL4 Kernel

1 Security policy, Noninterference « FM'23: Define time protection for OS kernels l
N Access InfoFlow S *
- " el 1 tecti « Verify time protection for abstract model

refinement | : + 7 O LI (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- . 0/

ch-le-ﬁ\ks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection .:
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New approach & progress so far O
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selL4 Kernel

Security policy,, Nonlnterfereflce ‘ FM'23: Define time protection for OS kernels l
N Access InfoFlow W *
- " el 1 tecti « Verify time protection for abstract model
refinement | = + % O L I (Isabelle/HOL)
inTg‘r, ExecSpec
refinement : : : Update refinement for time protection
1 Noninterference_Refinement : Q ) ‘
- -
Ch-le-ﬁks “ InfoFlowC « Verify time protection for C implementation
(Isabelle/HOL)
incl. time protection ’:
Sai Nair
. _ _ , BSc (Hons)
« (A) Key ASpec property: “TA invariant thesis
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B ExecSpec
invar
: : : : fi for i |
refinement 1 Noninterference Refinement : Update refinement for time protection
- . 0/
Ch-le-éks “ InfoFlowC « Verify time protection for C implementation
(Isabelle/HOL)
incl. time protection ’:
“obj refs don’t point outside static TA set” Sai Nair
. _ _ , BSc (Hons)
. (A) Key ASpec property: “TA invariant” a=" thesis
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New approach & progress so far O
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seL4 Kernel : - -
: Security policy, Nonmterfere?lce ‘ FM'23: Define time protection for OS kernels l

N Access InfoFlow W *
- " el tect « Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- : 0=y

chgéks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ’:

“‘obj refs don’t point outside static TA set” Sai Nair
y _ _ i, BSc (Hons)
. (A) Key ASpec property: “TAinvariant” = . Proof across ASpec in progress Q thesis

Continuing on from J
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New approach & progress so far O
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selL4 Kernel

1 Security policy, Noninterference ‘ FM'23: Define time protection for OS kernels l
N Access InfoFlow W *
: : S — “ Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- : IAYE |

chgéks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ’:

“‘obj refs don’t point outside static TA set” Sai Nair
y _ _ i, BSc (Hons)
(A) Key ASpec property: “TA invariant” = . Proof across ASpec in progress Q thesis

Continuing on from J

« ASpec otherwise integrated into our time protection proofs ,
of [Buckley, Sison et al. 2023]
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New approach & progress so far

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

selL4 Kernel

: Security policy,, Noninterference « FM'23: Define time protection for OS kernels l
N Access InfoFlow W *
- " ol ti tocti « Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- : 0=y

Ch-le:éks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ':

“‘obj refs don’t point outside static TA set” Sai Nair
y _ _ i, BSc (Hons)
(A) Key ASpec property: “TA invariant” = . Proof across ASpec in progress Q thesis

Continuing on from J

Thomas Liang
BSc (Hons)
Thesis

« ASpec otherwise integrated into our time protection proofs ,
of [Buckley, Sison et al. 2023]

« (B + C) Refinement: TA invariant (via ExecSpec) = TA checks pass (CSpec)

Continuing on from

UNSW
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@seld Time protection verification for seL4 (O

Since the plan 2 years ago...

Thanks to funding from

This talk:

@ cyberagentur
selL4 Kernel on RISC-V 64
pt I: Verification B

-

Functional gmnmmRmmREmREmREmEERRERnns G FM'23: Define time protection for OS kernels /
C WOWW 4 Abstract Model | eor  Confidentiality ¥
orrectnes : Verify time protection for abstract model
+ - refinement

(Isabelle/HOL)
Security

: B
€ C implementation ' rroor
Enforcement - IMp :

Update refinement for time protection
Confidentiality

+
- Verify time protection for C implementation Q /
incl. time protection : (Isabelle/HOL)

P T « Implement time-protected ‘
' 7= e BRI ISR 2y cross-domain communications
Machine-checked

interactive theorem proving
in Isabelle/HOL

« \erify time-protected ‘
cross-domain communications

Where are we with Time Protection? — seL4 Summit, Sep’'26, Vancouver

© Rob Sison 2026, CC BY 4.0 :E: UNSW

* SYDNEY



@seld Time protection verification for seL4 (O

The status tOd ay Thanks to funding from
This talk: @ cyberagentur
' selL4 Kernel on RISC-V 64
pt I: Verification
Functional gmmEEmEEREEREERmERmaRmERnes G FM'23: Define time protection for OS kernels /

Abstract Model . Pt . Confidentiality F ;

Correctness ' : 4 : Verify time protection for abstract model

+ refinement (Isabelle/HOL)
Secu rity REEEY : . : - B  Update refinement for time protection
Enforcement - C implementation . me Confidentiality Verify time protectlon for C implementation Q / ‘

incl. time protection 5

‘I EEEEEEEEEEEEEEEEEEEEEEER 'Y B—

Isabelle/HOL N

— 7 —
e _

A B. C: Total isolati oy 4 Implement time-protected
5 ORI RIS cross-domain communications

D, E: Data diode policies {§

Machine-checked

interactive theorem proving

\ . .
: « Tl * Verify time-protected
in Isabelle/HOL Pt II: Time I.)mt.e(:ted « cross-domain communications
communication
9 Where are we with Time Protection? — seL4 Summit, Sep’'26, Vancouver © Rob Sison 2026, CC BY 4.0 E: U!}!%W



What are time-protected communications?

e (OSes can implement time protection: S

See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches

e Flush on-core and non-architected state

and pad time on context switch II-
Memory

L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

L2 cache

(Partitionable) I:[-
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What are time-protected communications?

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

* Partition off-core memory caches

e Flush on-core and non-architected state
and pad time on context switch

Memory
e What if we want a data diode via shared memory
(for performant data transfer)?
Allowed: T <~ S, Disallowed: T ~/> S
L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

e Partition off-core memory caches / ead » SO farso good, but...

\

e Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Fast!

L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @
* Partition off-core memory caches So f 4. but
| /4 ead » S0 farso good, but...
* Flush on-core and non-architected state

e o s e Contont oaitol I]-\
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Fast!

Mere Reads by | can evict lines from the L2: L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
read
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by | can evict lines from the L2: L2 cache I:I]]
S will see a timing difference! (Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches

/ read > S knOWS

e Flush on-core and non-architected state T accessed

and pad time on context switch the shared
Memory memory!
e What if we want a data diode via shared memory
(for performant data transfer)? Slow...
Allowed: T <~ S, Disallowed: T ~/> S
Mere Reads by | can evict lines from the L2: L2 cache
S will see a timing difference! (Partitionable)
10 Where are we with Time Protection? — seL4 Summit, Sep'26, Vancouver © Rob Sison 2026, CC BY 4.0




10

What are time-protected communications?

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

* Partition off-core memory caches

e Flush on-core and non-architected state
and pad time on context switch

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by | can evict lines from the L2: L2 cache
(Partitionable)

S will see a timing difference!

Takeaways:

- T and S cannot share memory, or
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by | can evict lines from the L2: L2 cache l:I:-
S will see a timing difference! (Partitionable)
Takeaways:

- T and S cannot share memory, or

» We need a fargeted flush for the L2 cache
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by T can evict lines from the L2: L2 cache l:I:-
S will see a timing difference! (Partitionable)
S is running
Takeaways: L1 + other
- T and S cannot share memory, or on-core state -
Y (Flushable)
» We need a fargeted flush for the L2 cache
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by | can evict lines from the L2: L2 cache

S will see a timing difference! (Partitionable)

Takeaways: L1 + other
on-core state
- T and S cannot share memory, or (Flushable)

» We need a fargeted flush for the L2 cache

OS domain switch
fromStoT
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by T can evict lines from the L2: L2 cache I:I]]
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What are time-protected communications?

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

* Partition off-core memory caches

e Flush on-core and non-architected state
and pad time on context switch

e What if we want a data diode via shared memory
(for performant data transfer)?

Allowed: T <~ S, Disallowed: T ~/> S

Mere Reads by | can evict lines from the L2:

S will see a timing difference!

Takeaways:

- T and S cannot share memory, or

» We need a fargeted flush for the L2 cache

Where are we with Time Protection? — seL4 Summit, Sep’'26, Vancouver

S

®

L2 cache
(Partitionable)

L1 + other
on-core state -
(Flushable)

© Rob Sison 2026, CC BY 4.0 UNSW

OS domain switch
fromTtoS




11

Time-protected communications in selL4
<:3 CFC! ?S?Leonrl]ear;:] thrg em-re]rlj)r:?(f;?lgns ‘
« cross\-/gcr)iz;:nmic-)?rl;i:iztiecgtions ‘

selL4 on RISC-V

S

®

L2 cache
(Partitionable)

Takeaways: + Tand S cannot share memory, or

* We need a targeted flush for the L2 cache

Where are we with Time Protection? — seL4 Summit, Sep'26, Vancouver © Rob Sison 2026, CC BY 4.0

YYYYYY



Time-protected communications in selL4
«B CFC! ?Srﬂjeonrl]ear}:] thrg z&rtcj)r:?g:lgns ‘

selL4 on RISC-V

S

®

Varun Sethu

BE Thesis

e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

L2 cache

(Partitionable) I:[-

Takeaways: + Tand S cannot share memory, or
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Time-protected communications in selL4
‘3 CFC! ?Srfijeonrl]ear}:] thrg z&rt?r:?g:lgns ‘

selL4 on RISC-V

e [Sethu 2025] comprehensively evaluated S
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

e (Copy between non-shared memory | Memory I]]-
Varun Sethu

BE Thesis
L2 cache
(Partitionable)
Takeaways: - Tand S cannot share memory, or
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Time-protected communications in selL4
‘3 CFC! ?Srfijeonrl]ear}:] thrg z&rt?r:?g:lgns ‘

selL4 on RISC-V

S

®

Varun Sethu

e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

e Copy between non-shared memory

BE Thesis
L2 cache . .
N S is runnin
(Partitionable) J
Takeaways: - Tand S cannot share memory, or
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(Partitionable)
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selL4 on RISC-V

S

®

Varun Sethu

BE Thesis

e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

e Copy between non-shared memory

L2 cache OS switch

(Partitionable) I:I:- fromStoT

Takeaways: - Tand S cannot share memory, or
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Where are we with Time Protection? — seL4 Summit, Sep’'26, Vancouver

Time-protected communications in selL4
ﬂ CFC! ?Srfgeonrl]ear}:] thrg z&rtcj)r:?cc:lgns ‘

selL4 on RISC-V

[Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

Copy between non-shared memory

Varun Sethu
BE Thesis

L2 cache OS switch

(Partitionable) I:I]:. fromStoT

Takeaways: - Tand S cannot share memory, or

© Rob Sison 2026, CC BY 4.0

YYYYYY



Time-protected communications in selL4 [S]
ﬁ CrC! rSnSFﬂjeOr?near;:] tICrg ;-re]rl?r:?ggflgns ‘

selL4 on RISC-V

e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partltloned via cache co/ourlng

= ’\\

. Copy between non- shared memory

(
N = no flush needed, eliminates channels! Varun Sethu
BE Thesis
L2 cache OS switch
(Partitionable) fromStoT
Takeaways: + Tand S cannot share memory, or
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e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
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. Copy between non- shared memory

(
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BE Thesis
L2 cache OS switch
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Takeaways: + Tand S cannot share memory, or
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Time-protectea Com@unications In selL4

e.d. Spy probe time after Trojan reads secret # of lines

Non-time-protected Time-protected copy between
shared buffer non-shared buffers
15500 12800
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15000 Ee==———
- -2
_ — 12600 10
3 14500 > 2
g _8 QE, 12500 == .8
= 14000 £ E J<
12400 :
13500
12300
13000
12200 0
0 16 32 48 64 80 96 112 128 0 16 32 48 64 80 9% 112 128

Secret Secret
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“legacy” implementation options on sel 4,
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L2 cache OS switch
(Partitionable) fromStoT
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e [Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partltloned via cache co/our/ng
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(
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Time-protected communications in selL4
ﬂ CFC! ?Srfgeonrl]ear}:] thrg z&rtcj)r:?cc:lgns ‘

selL4 on RISC-V

[Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

Copy between non-shared memory

= no flush needed, eliminates channels! Varun Sethu
BE Thesis

= slow (~19-34% overhead/page = copy WCET)

L2 cache OS switch

(Partitionable) I:I]:. fromStoT

Takeaways: - Tand S cannot share memory, or
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Time-protected communications in selL4
ﬂ CFC! ?Srﬂjeonrl]ear}:] thrg z&rtcj)r:?g:lgns ‘

selL4 on RISC-V

S

®

Varun Sethu

BE Thesis

[Sethu 2025] comprehensively evaluated
“legacy” implementation options on sel 4,
with L2 partitioned via cache colouring:

Dedicate colours for shared memory

L2 cache
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[Murray et al. 2012, 2013]:
“all or nothing” policies

A ~> B
...... >
A's memory B’'s memory
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but exclude others
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